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Abstract: In this paper, a nonlinear sliding-mode super-twisting reaching law algorithm
is designed to address the problem of coupling interference under deception attacks and
actuator physical faults in USV formations during cooperative mining operations of a
USVs-ROVs system. First, a USV model with attacks and disturbances is established,
and a leader—follower formation system is designed. Then, based on the reaching law,
the state error dynamic chatter can be effectively solved when it is far away from and
reaches the sliding surface; a nonlinear sliding super-twisting reaching law is designed
to improve the chatter characteristics of the sliding surface. Furthermore, to solve the
problems of low fitting accuracy regarding control anomaly information and the difficulty
of fending off signal-data interference attacks, a nonlinear saturation fault-tolerant filtering
mechanism and a nonlinear fitting factor are designed. Finally, the stability of the algorithm
is verified through Lyapunov theory. Under the same coupling deception probability,
the nonlinear sliding-mode super-twisting reaching law algorithm designed in this paper
enables the leader ship and each follower ship to reach stability within about 12s, and the
formation system maintains its formation while also improving the control accuracy of
each individual ship.

Keywords: deception attacks; USVs; formation control; sliding-mode control; reaching law

1. Introduction

In recent years, with the booming development of commercial, scientific, and military
marine activities, intelligent devices such as Unmanned Surface Vessels (USVs) and Remote
Operated Vehicle (ROVs) have played a crucial role in related engineering projects [1,2]. At
present, they are a key tool for maritime transportation, playing an irreplaceable role in core
tasks such as rescue missions, natural resource exploration, environmental monitoring, and
maritime ship replenishment [3]. As terrestrial mineral resources are gradually depleted,
the abundant mineral resources in the ocean, such as polymetallic nodules, cobaltrich
crusts, and polymetallic sulfides, have become important potential sources to meet the
continuous development needs of industry. Compared with operations using only USVs,
the USVs-ROVs cooperative formation has better fault tolerance and adaptability [4], and
its effectiveness in underwater missions largely depends on precise and reliable positioning
and efficient control strategies [5]. Therefore, the control of USV formations is very impor-
tant to ensure the safe navigation and efficient execution of the preset tasks of USVs-ROVs
systems for collaborative mining operations.
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Cooperative formation control of unmanned surface vehicles (USVs) differs from
single-ship trajectory tracking due to the need to maintain a predetermined formation.
Various methodologies exist, with the leader—follower approach standing out due to its
simplicity and practicality. Ding et al. [6] conducted an in-depth study of surface vessel
formation using this method, where one ship leads while others follow, turning the chal-
lenge into a coordination issue among followers relative to the leader. Lu et al. [7] explored
leader—follower coordination under uncertain dynamics and external disturbances. Lin
et al. [8] utilized observers to mitigate unknown disturbances, dividing ships into virtual
leaders and followers, and simplified the controller design by transforming it into three
subsystems. In USV-ROV cooperation, multiple uncertain factors affect stability and opera-
tional effectiveness, including natural phenomena like wind, waves, and currents. Van [9]
enhanced tracking performance by combining adaptive integral sliding control with a
disturbance observer. Martin et al. [10] designed model-based controllers for ROV tracking
tasks. Ma et al. [11] proposed an adaptive integral sliding-mode control method based on
an extended observer to address false data injection attacks. Li et al. [12] improved trajec-
tory tracking in work-class ROVs using a fuzzy adaptive controller considering thruster
dynamics. Tieshan Li et al. [13] introduced a nonlinear sliding-mode control method for
underdriven ship formations, achieving the desired pattern within a limited time using
finite-time stability theory. Chen et al. [14] established a nonlinear dynamic model, pro-
posed a disturbance observer for uncertainty and external interference estimation and
compensation, and designed a sliding-mode controller for good tracking performance.
Yang et al. [15] used a fuzzy sliding-mode control method with a recurrent neural network
(RNN) to stabilize ROV motion under uncertainties and disturbances. The RNN estimated
ROV uncertainties, while the fuzzy logic system reduced chattering in sliding-mode control.
Actuator faults can also affect controller performance. Schauer et al. [16] proposed a Hybrid
Situation Awareness (HSA) model integrating physical and network situational awareness
to detect and respond to composite attacks in maritime critical infrastructure. Li et al. [17]
introduced SecureSSE, enhancing the robustness of autonomous ship sea state estimation
models against adversarial attacks by integrating multi-scale feature extraction, feature
convolution aggregation, and perturbation sample training modules. Zhang et al. [18]
proposed an event-triggered algorithm based on robust neural damping and dynamic
surface control to address actuator failure and model uncertainty in dynamically positioned
ships, verified by experiments under complex sea conditions.

As collaborative mining operations of USV and ROV systems expand, they face not
only natural disturbances but also heightened cyber vulnerabilities due to reliance on
network communication technology [19]. Recent maritime incidents worldwide caused by
cyber attacks highlight severe security concerns [20]. Various network attacks, including
denial of service, deception, and replay attacks, pose significant threats. Muhammed
Erbas et al. [21] reviewed ship network security, emphasizing the need for standardization,
tool support, and expert verification to bolster cyber resilience. Kimberly Tam et al. [22]
simulated cyber-physical attacks on container ship rudders, revealing risks to port oper-
ations and throughput, and proposed mitigation strategies. ] Bhatti et al. [23] analyzed
GPS spoofing risks and developed a detection framework to mitigate hostile ship control,
validated through sea trials. Gao et al. [24] addressed USV collaboration in target tracking
under event-triggered communication and DoS attacks. MS Mahmoud et al. [25] noted that
deception attacks replace genuine data packets, misleading control centers. Moreover, phys-
ical actuator failures and deep-sea emergencies further complicate USV-ROV operations.
Actuator saturation or malfunction in USVs disrupts fleet efficiency, while ROVs in extreme
conditions face communication failures, sensor malfunctions, and mechanical damage.
Juha Ubaleht [26] proposed enhancing GNSS anti-interference for autonomous ships using
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multi-source positioning and redundancy. Mahmoud Elsisi et al. [27] introduced an IoT
system integrating drones and deep learning for emission monitoring, effectively detecting
adversarial attacks with high accuracy. Although significant progress has been made in
the control of USVs under normal operating conditions, the integration of path planning
for trajectory tracking remains a key challenge. Previous research has focused on path
planning algorithms in dynamic environments. Anete Vagale et al. [28] reviewed the path
planning and collision avoidance technologies of autonomous surface vehicles, focusing on
the related algorithms, challenges, and improvements in safety and operational efficiency.
They also proposed a classification of path planning algorithms to provide a direction for
future research. To combat coupling deception attacks, various methods have been pro-
posed. Sung-Wook Ohn et al. [29] discussed the requirements of optimal path planning for
autonomous ships, combining navigation practices with international collision avoidance
rules (COLREGS), in order to improve the effectiveness of collision avoidance algorithms.
Ho Namgung et al. [30] proposed a collision risk reasoning system based on ANFIS
to help autonomous surface ships (MASS) optimize the timing and position of collision
avoidance according to COLREG rules. But this ignores the coupling with guidance and
control systems. Xiangyong Chen et al. [31] studied fixed-time synchronization for coupled
neural networks using double-channel event-triggered control. Wenlong Yang et al. [32]
addressed robust formation control in multi-agent systems with communication delays and
uncertainties. Zhang C et al. [33] developed a preset performance super-sliding control for
autonomous surface vehicles under external disturbances and modeling errors. Chengtao
Feng et al. [34] proposed an adaptive super-twisting sliding control to improve trajectory
tracking in unmanned vessels. Wenji Liu et al. [35] achieved stabilization control using
a super-twisting expansion state observer, though not for trajectory tracking. Yancheng
Liu et al. [36] designed a virtual control law and controllers using super-twisting sliding
control to address overshoot in under-driven ship trajectory tracking, but did not consider
complex uncertainties. Inspired by the above literature, the importance of USVs in marine
transportation and environmental monitoring, as well as the threats of deceptive attacks
and actuator failures, is clear; despite significant progress, challenges remain. The focus of
this paper is to improve USV-ROV cooperative systems by designing a nonlinear sliding-
mode super-twisting reaching law, enhancing fault tolerance and stability to ensure more
reliable operation in critical maritime tasks. Therefore, this paper mainly contributes to the
formation of USVs in the following ways:

(1) A new nonlinear sliding-mode surface is designed for nonlinear fitting modeling
of attacks coupled with actuator failures. Due to the physical limitation of system
control ability, the redundancy information is saturated to improve the robustness of
the system.

(2) Based on the traditional approach law, a nonlinear super-twisting reaching law is
designed. The nonlinear time-varying gain can be adjusted according to the system
state, which effectively solves the dynamic change of error when it approaches and
reaches the sliding surface, and can better control the sliding surface and reduce jitter.

(3) In order to solve the saturation filtering problem, a dynamic error of the saturation
filter is designed, and an adaptive nonlinear fault-tolerant filtering control mechanism
is introduced to effectively deal with coupling attacks and actuator failures, to improve
system stability and control accuracy.
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2. Formation Model and Related Theory
2.1. USV Model

This paper studies the problem of USV formation control. It assumes that the USV
model is clear and the parameters of the USV system are known. The global model for USV
kinematics and dynamics is presented below [37]:

g=](0)v 1)

Mo+ C(v)v + Do = T+ Tyf ()

where J(0) = [cos(6), —sin(8),0;sin(0),cos(8),0;0,0,1] is a transformation matrix for
dynamics and kinematics in a coordinate system, where J~1(8) = JT(9) and ||].(6.)| = 1;

v = [u,v,7]" is the velocity vector; and g = [x,1,0]T € R3*1 is the first-derivative vector of
the position coordinate vector g. 7, is the forward thrust of the ship, 7, is the transverse
lateral thrust, and 7, is the bow rocking moment. They constitute the ship’s system
inputs of T = [Tu, Ty, Tr]T. Tdf = [Tdfll Tde/ Tdf3]T
USV, which has the characteristics of low frequency integrability. M, is a quality-related

is an external random disturbance of a

hydrodynamic additional relationship matrix, and C(v) is Coriolis centripetal matrix;
D is a hydrodynamic damping coefficient array. The matrix expressions are shown in
Equations (3)—(5), respectively.

mi 0 0
M= | 0 my my 3)
0 mzp ms3

0 0 —Moot — Mo3W
C(v) = 0 0 M110 4)
Moot + Mo3wW  —Mmq10 0
dn 0 0
D= |0 dxn dxs ®)
0 dxn dsx

where m is the quality of the USV; this USV is a symmetrical ship type with a left and right
hull, which has the characteristic of the center of gravity and the origin of the appendage
coordinate system being coincident.

2.2. Attack Model

In actual engineering tasks, the data transmission network from controllers to actuators
is prone to random spoofing attacks and system uncertainty interference. Moreover, the
actuators of USVs have physical saturation limitations, which can lead to physical failures.
Therefore, an input nonlinear fitting model is introduced in advance for saturation fitting,
and the hyperbolic tangent function is used to fit the saturation characteristics of shipboard
actuators, with the actual input as follows:

7,(k) = ArTpaxtanh(t(k) + Ap) (6)

where 7(k) is the online signal calculated by the controller, A; is an input local fault with
coupling characteristics, and Ap is a kind of covert data interference cyber attack. Ap = SAg,
where 3 has the characteristics of independently distributed Bernoulli sequences of 0 or 1. Ag
is a virtual interference signal caused by an attack on the control signal.
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The USV model is modeled with interference and attack items:

i = S(q)v
7 ~(q) o )
o= Bu(k) - F(q) - 7

where S(q) = [cos(8), —sin(6),0;sin(6),cos(#),0;0,0,1] is a transformation matrix for

dynamics and kinematics in a coordinate system, with the characteristics of S~1(g) = ST(g);
F(4) = M71C(v)v+ M~ Duis a system uncertainty, T = M ™17, is an external disturbance
to the system, and B = M~! is the system control input conversion coefficient matrix.

In the actual operation process, USVs will face a series of physical constraints, such
as the rated power of the actuators and the ship’s propeller. The actuators of each device
also have physical saturation characteristics, so the saturation function is introduced to

characterize and reconstruct the control input as follows:

G L

1

: 8)
M: ' > M:

Tsi = sat(l:l.”) =

where M = Tpy = Tinax represents the constant absolute value of the physical saturation of
the actuator, My is the maximum allowable output of the actuator, and sat(-) represents a
saturation function. Combined with (6), the USV model with disturbance and attack terms
morphs into

q=S(q)v

v = Bsat(ATpaxtanh(t(k) + Ap)) — F(4) — T ©)

The control process of the formation system will be interfered with by factors such as
physical faults of the actuator and deception attacks, which will produce unknown inputs and

cause the control task to lose control. The nonlinear factor 7, is designed

— Ar
= Trtanh(7) tanh(Ay)
to participate in the construction of the saturation mechanism. 77y = 1 — #r + 17 tanh(Ay) is

introduced for decoupled linear processing of unknown inputs.

2.3. Formation Design

Inspired by other multi-agent formation research [38], this paper adopts the leader-
following formation system. The following is a detailed description of the formation design for
the leader ship and follower ship 1.

As shown in Figure 1, the expected formation geometric feature matrix of the leader
and the follower is Cbgi = [Lfd ; 1/}51 ; IIJEZ]. 1[)51 and 1/J£1 are the angles between the direction of
the leader’s advance and the direction of the expected follower and the expected distance of
LD, respectively. LD, is the desired geometric distance between the follower and the leader’s
formation, L,; is the distance between the lead boat and the actual follower boat, ¢, is
the angle between the linear speed direction of the leader ship and the actual following
distance, 1,4, is the angle between the direction of the follower’s linear speed and the actual
following distance, and the characteristic matrix of the true formation of the follower device
and the leader device is @, = [Lug; Yad; Yaal-

D, is the formation geometry of the control system; when Formula (10) is satisfied,
the cooperative control of formation geometry can be realized:

lim () — ) =0 (10)

t—o0
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Figure 1. Formation geometric coordinate system.
3 — 2 2
From the Pythagorean theorem, we can see that thereis L,y = /L, + L7, y between

the generalized distance of the formation. We can decompose the formation distance into
Lygy and L4y, as shown in Equation (11):

Ladx = Lud COS(Od - ¢du) = _Lad COS(Qa + lpad)

. . (11)
Laty = Luain(0s — ) = —Lagsin(6 + o)

The position relationship between followers and leaders is shown in Equation (12):

Ladx = Xqg — Xq
Lady =Ya— VY4 (12)
Yag = 7T — 00+ 05 — Py

From Equation (11), we can obtain arctan(Ay) = arctan(Dg) = 0, — 7T+ Ppq = 04 —
Y4,- Therefore, the relationship between the position of the equipment and the geometrical
distance angle of the formation is

Poq = arctan(A,) + 17— 6,

(13)
Y4, = 04 — arctan(Ay)
The relationship between A,, A;, and the position of formation is the following:
Lady — ya—ya
Ag=Ag= 0 _ S Z Ui (14)

Ladx Xqg — Xg

From Equations (11)—(13), if the position of each single ship in the formation system
is known, the formation geometry can be determined. It can be seen that the formation
recovery movement in the formation scheme can be regarded as the coordinated tracking
movement of the relative positions of multiple devices, and the relationship can be obtained
as follows:

qa = q4+ Gy (15)



J. Mar. Sci. Eng. 2025, 13, 561

7 of 26

where, g; = [x4,4,04]T is the coordinate matrix of the follower, g, = [xg, Y4, 04]T is
the leader’s position coordinate matrix, and G; = [Gyy, Gay, Gae]" is the formation co-
ordinate transformation matrix. The transformation function matrix of coordinate x is
Gy = Lggcos(8; — ¢g,), the transformation function matrix of coordinate y is
Gay = Lua sin(8; — ¥4,, and the transformation function matrix of coordinate w is
Gap = 7T — Yad — Yda-

When }Lr?o (94 + G4 — qa) = 0, the formation restoration of the formation scheme is
realized, and the definition of relative consistency of the geometric state is completed [39].

Formation movement coordination uses the geometric features of formation ®,; in
the equipment movement process of the dynamic characteristics ®,; to coordinate control,
so as to achieve tli_)r{}o (®D, — d,4) = 0. Therefore, it is necessary to establish the dynamic

relationship of formation geometry characteristics to describe the cooperative state of
motion, and then coordinate control based on this relationship.

Taking the derivative of Equations (12) and (13) with respect to t, one can obtain
the following:

Logx = %a — %4 = —Lag c08(0a + ¥aq) + Laa(Wa + Paq) s (60 + )
Logy = Yo — Ya = —Laasin(0a + Paq) — Lag(wa + ¥aa) c0s(6a + Paa)
l/’ud = L;jl[(y'a - ]]d) cos(f, + lpad) + (%5 — %) sin(0, + 1/’ad) — Wy
Yan = Wg — Loy [(a — Ya) c08(0g — Paa) — (X0 — %q) sin(65 — Paa)

(16)

We take the derivative of the formation geometry relation L,; = Li i

+ Lz, with
respect to f. Combined with (16), the geometric dynamic characteristics of the formation
®,4 = [Lag; Pad; Paq) and the relationship between the position and dynamic characteristics
of the leading ship and the following ship can be obtained.

In the above formula, the dynamic features of the formation include the dynamic
features of each equipment position and the geometric features of the formation, so it can
be seen that the coordination of formation movement is carried out synchronously with the
coordination of formation geometry. And the final goal of motion coordination expressed

by geometric dynamic features is the following;:
lim (&g, — dgg) =0 (17)

The relationship between the dynamic position and dynamic change characteristics of
each ship is established, as shown in Equation (18):

Xa Xq Giad
Go =Ga+ Ggag = | Ya | = |Va | + | Gyaa (18)

Wy wy G@ad
where the motion transition term of x is Gy, = — L4 c08(0s + P44) + Lag(wa + $aq) sin(0, +
$a4) and the motion transition term of y is Gy = —Lagsin(0; + $,9) — Lag(wa +

Paq) cos(0 + P,q). The motion transition term of w is Gy,; = Yag + Pua-

To transform the formation cooperative control of the formation system into the motion
cooperative control among all devices, the dynamic characteristics of the equipment can be
transformed into the motion state of the equipment combined with the kinematic model,
and the motion state is the motion coordination state, so the formation motion coordination
can be realized. Then, the dynamic difference between the leader and the follower is

ta = SY(qa)Sa(94)va + St (9a) Gaa (19)
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According to the kinematic model, by sorting out Equation (19), the kinematic model
of the formation movement coordination between the leader and the follower can be
obtained as follows:

e = S5 (q4)S4(94)v4 + Goaa (20)

where G4 = S,ZT(q,z)Gqﬂd = [c08(0a) Giaq + sin(6a) Gyaa, — sin(6a) Gaa + €08(0a) Gyad, Gl
is the velocity state formation transition term.

By synthesizing the formation geometry coordination and formation motion coordina-
tion, the formation motion error model given in (20) is obtained, and the formation task is
completed when the expected error is }5?0 xF=o.

d
Xﬁi ] . lX1‘| 1)
Xg Xg
where x¢ = [690,591,- - ,69L]T € RL*1 is the expected position of the leader ship,
X = [xa0,xa1, -+, XaL]T € REx1 ig the leader ship position, and )(g,l is the expected

position of the follower x, = [5% +1, (5‘% 42, ,(Sﬁ/l]T e RG*1,
Taking the derivative of Equation (21), we have

X
Xel o |

Based on Equations (7) and (22), the formation coordination dynamic model can
be obtained:

xE=xP-x=

XF=xP-x= (22)

{Eiq = (8¢(qf)0! — Gi,) — Si(qi)os (23)

Eiv = Uf — Bimil — Fi(4) — T
B p

where vy is the virtual movement expectation of the leader ship and v} is the virtual
movement expectation of the follower ship. i = a is the speed of the leader ship; i = d is

the speed of the follower ship.

2.4. Related Lemmas

Lemma 1. The Gaussian function Z(Q) = exp((Q —k)T(Q —k)/ — 1) is used as the smoothing
kernel function to improve the nonlinear local arrival capability. W* is the best-fitting weighted
eigenvector, and the following neural network approximator is constructed:

W* = arg <min{ sup [WTZ(Q) —f(z)’}) (24)
QeE™
Q) = WZ(Q) +e:(Q),VQ € ¢ (25)

Lemma 2. Considering the system in this paper, when x* € R and x* # 0, and there exists
a Lyapunov function about V(x*) > 0, the Lyapunov condition for finite-time stability can be
expressed as follows [40]:

V(") + B1V(x") + B2V (x*) <0 (26)

where B1 > 0, B2 > 0,and 0 < k < 1. Therefore, the system is globally stable for finite time and
depends on the settling time ey of the initial state:

Ty = In((B2- V"X (eo) + ) /B2) / (B1 — Prk) @7
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Lemma 3. According to the Cauchy-Schwarz inequality, for arbitrary numbers a; and

bi(i=1,2,--), we have
n 2 n
<2 aibi> < < a$> (2 b?) (28)
i=1 i=1 i=1

Forany 0 < I < 1, we have Formula (29):

=

n ! n I
Yo lail )] <Y ail (29)
i=1 i=1
Lemma 4. For any b, > 0and z; € R, tanh(-) has the following property:
0 < |z¢| — zetanh(z¢/b.) < 0.2785b, (30)

3. Controller Design
3.1. Nonlinear Sliding Surface Design

Based on the sliding-mode control idea, a tracking controller is designed. First of all,
a new nonlinear sliding-mode surface is designed based on the traditional sliding-mode
surface idea given in [41]:

Siu (k) = Eiu (k) + ’YaEiu(k) + BO(Eiu(k)) - Bl(Eiu(k)) (31)
where Bj(Ej,(k)) = [tanhE;, (1) ln[%f;}lj(m}dt is the nonlinear term.

Bo(Eiy(k)) = —[vaEi,(0) — B,(E;, (k))] is the initial global reaching term, which ensures the
global mode of the sliding surface; the nonlinear mechanism B;(E;g(k)) is used to improve
the integral saturation. Differentiating Equation (31), we obtain

Siu(k) = Eiu(k) + VuEiu (k) + BO(Eiu(k)) - Bi'y (32)

where B;, = tanh(E;, (1)) [In(By(E;, (1)) exp(1) +1) +1In(1 +exp(1))]; the nonlinear sliding
surface designed in the control process does not contain singularities.

3.2. Improved Super-Twisting Reaching Law Algorithm Design

Although the use of integral saturation sliding surface redundant information can
effectively improve control accuracy and reduce error, if instantaneous error suddenly
occurs, it will produce chattering problems. Coupling interference caused by deception
attacks and actuator physical faults will result in greater sliding surface convergence errors.
Based on the traditional reaching law, the acceleration of a nonlinear damping super-
twisting reaching law is designed, and the nonlinear super-twisting reaching law (NSTRL)
is designed as follows:

$r = —1rx(k)sign(Sg) — 1Sk (33)

x(k) = tanh(||Sg (k)||2)||Sr (k)||2 shows nonlinear time-varying gain. PRL is defined
as Ss = —rs||Sr(k)|| %sign(S}g) — YksSr and ERL is defined as Sg = —7,£sign(Sk) — 1xeSk.
The curves for NSTRL (nonlinear super-twisting reaching law), PRL (power reaching law),
and ERL (exponential reaching law) are shown in Figure 2.

As shown in Figure 2, PRL can effectively adjust the arrival speed based on system
state values. When the arrival speed is fast enough to slide over the mode surface, it will
gradually slow down. At the breakpoints of ERL, there is a sudden deceleration, which
causes chatter and increases its amplitude. Figure 2 also shows that the acceleration of
NSTRL gradually decreases, and the speed is gradually adjusted. Through dynamic control,
the acceleration on the sliding surface can be better regulated, helping to reduce chatter. In
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cases with larger errors, the sliding speed does not decrease, thus effectively enhancing the
robustness of the sliding-mode surface.

6

A
NSTRL(Nonlinearsuper
twisting reaching law)
4r PRL(Power reaching law) H
\ ERL(Exponential reaching law)
2 L \ 4
w0 >
2 \
4t i
6 L . . . .
-2 -1.5 -1 -0.5 0 0.5 1 1.5 2
Sk

Figure 2. Reaching law arrival velocity comparison.

In addition, as shown in Figure 3, the NSTRL acceleration gain has the effect of
adjusting the acceleration trend. The closer the system state is to the sliding-mode surface,
the greater the generated gain, thereby slowing down the speed trend. Furthermore, when
the error is large upon arrival, dynamic acceleration can be achieved without adjusting the
speed gain.

NSTRL(y =1,y,=1)
NSTRL(y =1y, =1.5)
NSTRL(y =1.5,=1)

-2 -1 0 1 2
Sk

Figure 3. Reaching law acceleration gain comparison.

3.3. Improved Design of Super-Twisting Reaching Law Controller

According to the attack model given in (9) and the formation coordination dynamic
model in (23), the problem of coordinated control of formation motion is transformed
into the problem of trajectory tracking error stabilization of each single ship. Combining
Equations (39) and (40), the virtual control law is designed by the idea of reverse step, as
shown in Equation (34):

Ug; = COS ¢(xd,- — Sin) + sin 1#(%11‘ - SiRy)
v4i = cos Y(Yai — Siry) — sin (% — Sirx) (34)
T4i = Wai — Siry
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Combined with the system status information, the outer loop virtual kinematic control
law is set as the inner loop system speed expectation, and up; = [ug, v4;, rqi] T is set
as follows:

ugi(k) = up; (35)

Combined with (20), the saturated filter dynamic error is designed as E;;, (k) = 114 (k) —

(M~Y(q(k))[B(q(k)) Tyt — Fu(4(k)) — 4]) — n¢(k). According to (33) and (41)~(56), it can be
obtained that the control law (38-39) and the adaptive law (38) are

Ty (k) = = (YiaTmax B) "' GicSir + Yiathia (36)
=\ _ 1 A
Tix (k) = (7ia TmaxB) ! (4;, tanh( D ) +7’zs7’1®szR(P (Z; )>®iR (37)
s

. 1 Six . 2 4

O = 5 —tanh( =% |Sig = bOig + ristio || Sirl|"¢" (Zir) (38)
1s

Tiy(k) = Tiy(k) + Tixk), Tiy(k) is the adaptive nonlinear fault-tolerant filtering

control mechanism, and T ) is the nonlinear sliding surface part. Here, O =
max{HTmuxETHrH‘PTHrHTmufoHerD”}r rie > 0,15 > 0, 9(Zir) = |Dall(2/|BT ()] +
1B (@) nax (@) + 1Di | Eie (k) + Bo(Ei ()II), Z1 = [HE,u%, 6T, Hy = Eip(k) +
Bo(Eir (k).

4. Stability Analysis
4.1. Kinematic Stability Analysis

To verify the effectiveness of the designed controller, the kinematic stability of the
formation system is analyzed first, and the kinematic quadratic Lyapunov function is
designed, as shown in Equation (39):

1 1
Vip = Exze + Zyze Elpzze (39)

We can differentiate Equation (39) and substitute it into the virtual control law
Equation (34); from this, we obtain

Vou < —hllxel = 1ox3 = Is|lyel| — Laye — 1597 — Isllyell +6

<
B (40)
< —L1Vor — LaVS? + Ls

According to the theory of Lyapunov stability, the kinematic error of the formation
system achieves global stability.

4.2. Kinetic Stability Analysis

The dynamic stability of the formation system is analyzed, and the Lyapunov function
related to dynamic errors is designed:

1~
Vir = Vir1 + 5 0% (41)
where Vig1 = 5 s ; Rsl r- Viry, the first derivative with respect to time, is

ViRt = SiRSir
= SEDir(1tig — B(q) 1 Tnax (tanh(7) 4 tanh(Ap)) (42)
+ M N(q)Fu(4) — ¢ + Tip) + Eir(k) + Bo(Eir (k)) — Bjs]
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where B(q) = M~ (q)B(q) and Tp = M~'(9)7(q) Tia-
Using the saturated analysis mechanism, the multiplicative fault can be nonlinearized
and projected to obtain

Vi1 < S{r[Dir(ttig — B(q) Tmax (tanh (1) + (1 — 17¢ + 7 tanh(A;p)))

R e . (43)
+ M (q)En(q) — 15+ Tip) + Eir (k) + Bo(Eir (k) — Biy ]

According to 77y = 1 — 57 + 57 tanh(Ay), the nonlinear fitting characteristics of a
neural network are used to fit fault, attack, and dynamic nonlinearity; then, we obtain

Vir1 < Sig[Dir (ttig — B(q)Tnax (T — Eiz) + Bio(Eir (k)

T . ) . (44)
— Biy + TmaxB" (9)(¢" ¢(u) + Ef + Tip) + Eir (k)]

where E; = 7 — tanh(7) and Fp () = T4, B~ (9)Fu(4) + 77¢. The above equation can be
obtained as follows:
153k 111 Tmax Eic || Dar BT (@)1 + 19T | Dir BT (9) Taxep (u) |
+ | TnaxEf | 1D5 BT (q) || + [ To | 1Dir || + | Eir (k) + Bio (Eir (k)1]) (45)
< |ISkI1®ir¢(Zir)

The equation can be obtained from the following:
Viri < [|Sik|@ir@(Zir) — SigDir[itia — B(q) Tmnax ) (46)

The global Lyapunov function is expressed as

1.
Vir = Vir1 + 5 0% (47)
where Ojg = O;z — O;g and @i R = —C:)I- r. Differentiating Vg with respect to time gives
. . AT A
Vir = Vir1 — OjrOir o (48)

< ISk I®ir@(Zir) — SigDirTmax B (9) (Tic (k) + Tig (k)) — Oz Oir

Substituting (36)—(38) into (48), we have

. . 1 S; A N
Vir < IS99 (Zir) + SigSir + Sik {—474 tanh(ll)R > Oir — ristioSirO®u¢* (Zir)
18

) 1 S X (49)
-0, Lh- tanh(;) Siu — bOr + Visri®|5iR||2<P4(ZiR)]
1s
According to Young's inequality,
T T 2 1Siz1Oir
1Sirl|@ir@(Zir) < 1isl|Sipl|OirP™(Zir) + — — (50)
1s
When substituting Equation (50) into Equation (49), we obtain Equation (51):
g Lq q q
y T ¢ 1 o1 Siu T 2
ViR < SigSir = g —Sig tanh | % |Oir7is | Sik [ Oir g™ (Zir)
1s
(51)

[

— o7, (—b@m + risrie)\lsiR|\2(P4(ZiR)) T

— ristio || Sir|*Oirp* (Zir)
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Equation (52) is derived from the Yang inequality:
7: @
Tis zRHS ||§0 ( zR) <rzsrz®||SR||2 4( zR)+Ziﬂ{ (52)
ri®
The combination of Equation (52) and 0, = ©;, — 0, leads to Equation (53):
. . 1
Vig < SkSir — —Sk tanh Siu Oir + 7 Oir ||s | +bOLOR + 2% isOiR (53)
4r;, D 4rie

According to Lemma 4 and @0, < O (@i — O;r) < 0% — 10LO;x, we can ob-
tain the following:

1
Vig < SkSiy — —Sh tanh(S”’)@lR 4 O ||s | + OO + SR risOiR
7‘1'5 D 41’1@ (54)
< T8, — b@ Ok + 0278500 + EOR | Vg2
4 is 4r 7@ 2

In combination with 1||@g|| < §||@g||?> + 1%;, one can obtain the following:

) . 3 b b
Vig < ST.8iy — (@ @,R) 10ROk + 4 = 0.2785DO;x + Zr@lR 4202 + @ (55)
According to Formula (55), one can obtain
2 3 1
Vig < — (5;5{(\[2%1(&‘5 - IE)) SiR) - Sk <’)’ir + Yix — 21E>5iR 56
56

1
b~
<® ®zR) @ ROR + 1 < —mVig — Vi +u

where 71 = {/\mzn('Yr"")’K_’IE) %(h)}, M = {Amin<\@7r(gs—1E)>,}1}, o=

i0.2785D®1~R + % + %@iR + @, and y is a very small amount. The proof yields
that Equation (56) satisfies Lemma 2 and can converge in finite time.

Based on the above analysis, it can be proved that the formation system is theoretically
stable in both kinematics and dynamics for a limited time.

5. Simulation Analysis

In this paper, the 1:70 Cyber Ship II [42] of the Norwegian University of Science
and Technology is selected as the simulation object. The ship is equipped with a
double symmetrical propeller, twin rudders, and a single side thruster. Its mass is
23.8 kg, the hull length is 1.255 m, and the width is 0.29 m. The input limit value is
T™a — [5N, 5N, 3N-m]T. dll =12 kg/S, dzz =17 kg/S, d33 =05 kg/S, d23 = daz =0.2 kg/S,
my1 = 25.8 kg, moy = 33.8 kg, mazz = 2,76 kg, mpz = 1.0948 kg, and m3p = 1.0948 kg.

In order to verify the control performance of the control algorithm, a curvature trans-
formation trajectory combining the characteristics of polylines and curves is designed as the
reference trajectory for the leader ship, where g, = [y, yr, 0,]T, x, = t, 0, = arctan(y,%; 1),
and y, is given in Equation (57):
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10 t <47
100 — (t — 47)2 47 < t <53
bt 53 <t <62
10 — /100 — (t —68)2 62 <t < 68
yr=10 68 < t <112 (57)
10 — /100 — (t —112)2 112 <t < 118
Ll 118 < t <127
100 — (t — 133)2 127 < t < 133
10 133 < + < 200

5.1. Nonlinear Sliding-Mode Super-Twisting Reaching Law Control Under Non-Deception Attack

To verify the applicability and effectiveness of the improved super-twisting reaching
law algorithm in formation control, the interference resistance performance of a multi-ship
formation system under non-deception attack conditions is first verified. The control law
and adaptive law are given by Equations (58)—(60):

Tia(k) = = (ViaTmaxB) "' GicSiy + Yialkia (58)
L 1 S; N
Tia(k) = =(ViaTaxB) ™" <4r fanh(g) +risri®SiR(P4(ZiR)>®iR (59)
1S
A 1 Sir A 2 4
Op = ;—tanh|{ — |Sir — DO + ris7i0||Sir[|" 9" (Zir) (60)
4ris D

Firstly, a simulation analysis and verification of the improved super-twisting reach-
ing law control algorithm for the multi-ship formation system not attacked by ran-
dom deception are carried out. The USV is subjected to an uncertain disturbance of
Tid = [Tidu, Tidos Tidr), Tigu = 0.28in(0.5t 4+ 77/4)N, T;3, = 0.188in(0.5 * £) + 0.1 cos(t) (N-m),
and T4, = 0.25cos(t)N. The total simulation time is 200 s and the step size is 0.01 s. In the
simulation experiment, the initial position of the leader ship is g,(0) = [3,6,85 x 180~ 7],
the initial position of follow ship 1 is q;1(0) = [3,11,85 * 180~ ! 77, and the initial position
of follow ship 2 is q;,(0) = [4, 5,85 x 180! 71].

In order to verify the effectiveness of the controller designed in this paper, the
nonlinear sliding surface combined with an adaptive sliding reaching law is used as
a comparison algorithm [43]. The kinematic parameters of the formation controller are
ay = diag(0.58,1.5,0.1), ap = diag(0.6,1.5,0.1), and a3 = diag(0.7,1.5,0.9). The relevant
parameters of the dynamic control sliding-mode surface are 2, = diag(215,0.0001, 0.1, 10),
a, = diag(215,0.0002,0.005,10), and a, = diag(210,0.0000085,0.05,20). The relevant
parameters of the reaching law are b, = diag(0.0001,100), b, = diag(0.0015,185),
and b, = diag(55,0.0052). The relevant parameters of the adaptive law are
cu = diag(0.0001 x 1077,30), ¢, = diag(0.0001 x 10~7,10), and ¢, = diag(0.0005 x 1072, 10).
The relevant parameters of the control law are d, = diag(1,0.0001,0.0001 x 10’5),
dy, = diag(1,0.00001,0.00001), and d, = diag(1,0.00005,0.00005).

Figure 4 shows the multi-ship formation trajectory curves under the control algorithm
designed in this paper. The nonlinear sliding-mode super-twisting reaching law control
algorithm designed in this paper can make the leader ship and each follower ship form
the formation more quickly while not under a deception attack and maintain the desired
formation during the simulation time.
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Figure 4. Non-attack formation trajectory.

200

Figures 5-7 show the position error simulation comparison of the leader ship and each

follower ship while not under deception attack. It can be observed that using the controller
designed in this paper, both the leader ship and each follower ship achieve stability within
20 s. The controller designed in this paper demonstrates better stability maintenance effects.
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Figure 5. Non-deception attack leader ship position error.
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Figure 7. Non-deception attack follow ship 2 position error.

Figures 8-10 give the system input curves for the leader ship and each follower ship

under non-deception attacks. When the formation system is disturbed by uncertain distur-

bances, it causes abnormal inputs to the controller, and violent fluctuations are generated

in the simulation figure. Comparing Figures 8-10, it can be seen that the improved super-

twisting reaching law proposed in this paper effectively enhances the dynamic acceleration

characteristics of the sliding-mode reaching law, effectively suppressing the chattering

phenomenon caused by the acceleration characteristics of the reaching law. Therefore, the

system input under the control algorithm proposed in this paper can still maintain a small

jitter amplitude when disturbed, which is beneficial for the control system when it comes

to achieving better control performance.
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Figure 8. Non-deception attack leader ship input error.
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Figure 10. Non-deception attack follow ship 2 input error.

Figures 11-13 show that when the compare sliding surface changes, the influence

of nonlinear terms near the sliding surface suddenly increases significantly. The system

response changes, and the system chatter also undergoes significant changes. The improved

sliding surface compensates for the integral saturation mechanism of the compare sliding

surface. This reduces the sharp changes in the curvature of the sliding surface, significantly

alleviating the chatter phenomenon on the sliding surface.
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5.2. Nonlinear Sliding-Mode Super-Twisting Reaching Law Control Under Coupled
Deception Attack

The above simulation results verify the effectiveness of the improved reaching law
algorithm when multi-ships are not subjected to coupled deception attacks. In order to
further verify the invasion resistance of the improved algorithm in the case of coupled
attacks on the formation, Figures 14-20 show a simulation comparison of USV formations
under coupling deception attacks. The USV is subjected to an uncertain disturbance of
Tig = [Tidu, Tidos Tidr), Tigw = 0.2sin(0.5¢t + 71/4)N, Tjz, = 0.18sin(0.5 x ) + 0.1 cos(t)(N-m),
and T3, = 0.25cos(t)N. The total simulation time is 200 s and the step size is 0.01 s. In the
simulation experiment, the initial position of the leader ship is g,(0) = [4,7,85 * 180~ 7],
the initial position of follow ship 1 is q;1(0) = [3,11,85 * 180~ ! 77, and the initial position
of follow ship 2 is q;,(0) = [4, 5,85 x 180~ ! 71].

In order to verify the effectiveness of the controller designed in this paper, the nonlin-
ear sliding surface combined with an adaptive sliding reaching law is used as a comparison
algorithm [43]. Deception attacks have a 35% attack probability; A; € [—2,2] is the random
tampering interval of deception attacks. The kinematic parameters of the formation controller
are a1 = diag(0.58,1.5,0.1), ay = diag(0.6,1.5,0.1), and a3 = diag(0.7,1.5,0.9). The relevant
parameters of the dynamic control sliding-mode surface are 4, = diag(215,0.0001,0.1, 10),
a, = diag(215,0.0002,0.005,10), and a, = diag(210,0.0000085,0.05,20). The relevant pa-
rameters of the reaching law are b, = diag(0.0001,100), b, = diag(0.0015,185), and
b, = diag(55,0.0052). The relevant parameters of the adaptive law are ¢, = diag(0.0001 x
10-7,30), ¢, = diag(0.0001 x 10~7,10), and ¢, = diag(0.0005 x 10~2,10). The relevant parame-
ters of the control law are d,, = diag(1,0.0001,0.0001 x 10~°), d,, = diag(1,0.00001,0.00001),
and d, = diag(1,0.00005,0.00005).

Figure 14 shows the formation trajectories of the leader ship and the follower ships in
the formation system when subjected to coupling deceptive attacks and actuator physical
fault coupling interference. It can be observed from the figure that the formation shape
maintained under the super-twisting reaching law algorithm designed in this paper was
not affected by the deceptive attacks and actuator physical fault coupling interference.
In contrast to Figure 4, the trajectories of each single ship in the formation system only
exhibited slight changes during the initial time frame, and under the influence of the
controller, they quickly formed the desired formation and maintained the formation effect.

20

vitural leader ship
— — —leader ship
15 F follow ship 1
follow ship 2

55 60 65 116 118 120

0 50 100 150 200

z(m)
Figure 14. Formation trajectory under coupled attack interference.
Figures 15-17 show the position tracking errors in all directions of the leader ship and

follower ships under deceptive attacks and actuator physical fault coupling interference,
indicating that the comparison scheme reaches an error stabilization state relatively slowly
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and experiences significant fluctuations during the initial simulation time. Table 1 shows
the earliest convergence time of the position error of a single ship in the formation system,
demonstrating that all intelligent ships’ position tracking errors can stabilize within 12 s
with the control scheme designed in this paper.
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Figure 15. Position error of leader ship under coupled attack interference.
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Table 1. The earliest convergence time of the position error of a single ship in the formation system.

. ImprI({)vement Ye Improvement e Improvement
ate Rate Rate
Compgﬁzirelrhzz(iiper ship 27SSs 72% 287Ss 70.4% 12055 80.0%
Compzl(r)ilslc())r‘;v feéllsgjxij ship 1 ;421 2 64.7% g z 55.6% 15 4Ss 64.3%
Compzroilsgr fegli?j\if ship 2 38455 76.5% ;é z 55.6% 16355 53.8%

Figures 18-20 show the system inputs of the leader ship and follower ship under
random deceptive attack interference, indicating that under the control scheme designed
in this paper, the system inputs are relatively stable under random attack interference
conditions, which will significantly reduce the waste of communication resources caused
by abnormal control inputs and also ensure the safety of the control process, facilitating the
achievement of control objectives.
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Figure 18. Input of leader ship under coupled attack interference.
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Figure 19. Input of follow ship 1 under coupled attack interference.
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Figure 20. Input of follow ship 2 under coupled attack interference.

Figures 21-23 show that under the coupled deception attack, the improved sliding

surface can effectively mitigate the impact of nonlinear terms, preventing significant jitter in

response to random deception attacks on the system. In contrast, the sliding surface exhibits

severe jitter. The above simulation analysis demonstrates that the improved sliding control

algorithm proposed in this paper has good control capabilities, effectively limiting system

redundant errors within a finite range and improving the physical information saturation

characteristics of the system. It not only provides robust resistance to uncertain disturbances

for formation systems but also resists interference from random deception attacks.
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Figure 23. Follow ship 2 sliding surface under coupled attack interference.

6. Conclusions

This paper studies a USV formation system where abnormal inputs are generated by
deception attacks and physical failures of actuators, and designs an improved nonlinear
sliding-mode super-twisting reaching law control algorithm. First, considering the reaching
phase of the sliding surface, to reduce system-induced chattering issues, improve abnormal
inputs, and enhance the reaching efficiency of the sliding-mode surface, a nonlinear damp-
ing and super-twisting reaching law is designed to improve the robust response efficiency
of systems. Simulation results verify that this formation system not only maintains its
overall shape but also improves the control accuracy of each vessel, with the earliest con-
vergence time for position errors of individual vessels increasing by at least 50%, effectively
enhancing the collaborative mining operation efficiency of USV-ROV systems in practical
applications. However, the simulation experiment has certain limitations. Future research
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can supplement the existing simulation results by combining them with experimental data
from actual scenarios to further verify our method.
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