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Abstract

Data collection plays an essential role in underwater acoustic sensor networks

(UASNs). To address the problem of underwater information collection, auton-

omous underwater vehicles (AUVs), which are dynamic and easy to repro-

gram, are expected to provide a feasible data-gathering solution. In this study,

we examined covert data collection in AUV-assisted UASNs. Specifically, an

AUV gathers covert information from all underwater sensor nodes (USNs) at

the planned time, while an eavesdropper attempts to eavesdrop on this secret

information. To improve the performance of UASNs, we formulate a complex

optimization problem to maximize secrecy capacity under the constraints of

the trajectory of the AUV, USN scheduling, connection outage probability, and

secrecy outage probability. To solve the nonconvex problem, an efficient itera-

tive optimization algorithm is proposed to optimize USN scheduling and AUV

trajectories. Numerical results demonstrate the effectiveness of the proposed

algorithm.
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1 | INTRODUCTION

With the rapid development of social technology, land
resources have gradually become unable to meet human
needs. Therefore, underwater acoustic sensor networks
(UASNs) are considered to be a promising technology
and indispensable component of smart oceans [1].
UASNs have been gradually applied in multiple fields
such as military activities, resource surveying, and disas-
ter warning [2,3]. Compared with traditional terrestrial
microwave radio communication methods, sound waves,
which have a longer transmission distance and less
propagation attenuation, are considered to be the most

reliable transmission method for long-distance underwa-
ter transmission [4]. However, the long-distance trans-
mission and energy consumption of underwater sensors
have resulted in several problems for UASNs. Autono-
mous underwater vehicles (AUVs) with flexible deploy-
ment and user-friendly operations are emerging as viable
options for mobile data collectors in UASNs [5]. There-
fore, research on AUV-enabled secure UASNs is critical.

Although AUVs are convenient for underwater acous-
tic (UWA) communications, transmitted information is
prone to eavesdropping by malicious eavesdroppers
(Eves) or unauthorized nodes as a result of the broadcast
qualities of UWA channels [6]. For example, in
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underwater surveillance missions or oceanographic
research, critical data can be exposed to adversaries,
potentially compromising mission objectives. This vul-
nerability highlights the importance of designing secure
communication mechanisms for UWA networks.

Traditionally, researchers have used upper-layer
encryption methods for private communications.
Although these methods are effective when the Eve’s
computational power is limited, they fail to adapt to the
dynamic nature of UWA channels [7]. Furthermore,
cryptographic methods with high computational com-
plexity are impractical in UASNs, considering the limited
energy of sensors and constrained bandwidth of UWA
channels. Fortunately, physical-layer security (PLS) has
emerged as a promising and secure communication tech-
nology that leverages the characteristics of a communica-
tion channel itself [8]. However, most current PLS
studies assume that the channel state information (CSI)
of an Eve is entirely available, which is often unrealistic
in real-world underwater scenarios. In practice, the
dynamic nature of the underwater environment and
mobility of nodes make it almost impossible to obtain the
accurate or complete CSI of an Eve. This gap in the litera-
ture motivated us to explore secure communication strat-
egies under the practical constraints of unknown CSI.

In addition to security challenges, the introduction of
AUVs creates new opportunities and unique challenges
in UWA networks [9]. Considering the limited energy
consumption of sensors and AUVs, the effective reduc-
tion of energy consumption through approaches such as
wake-up mechanisms [10] can effectively improve the
service life of wireless networks. Additionally, AUVs
operate in a three-dimensional underwater environment,
offering unparalleled flexibility in trajectory design. How-
ever, this flexibility results in increased energy consump-
tion, necessitating careful trajectory planning to balance
network performance and energy efficiency. By jointly
optimizing the trajectories of AUVs and scheduling of
underwater sensor nodes (USNs), it is possible to
enhance both the secrecy capacity (SC) and energy effi-
ciency of networks [11].

Motivated by the aforementioned challenges, we
aimed to develop an energy-efficient method for gather-
ing data from AUV-assisted UASNs. Specifically, we pro-
pose an algorithm that maximizes SC by jointly
optimizing AUV trajectories and USN scheduling, while
addressing the practical challenge of an unknown Eve’s
CSI. The main contributions of this study can be summa-
rized as follows.

• We investigate AUV-assisted UASNs and address the
problem of unknown CSI in eavesdropping links. By
accounting for the unique characteristics of UWA

channels, including path loss and complex noise
sources, we derive a secrecy rate expression that inte-
grates these factors into the underwater secure com-
munication design.

• We discuss a tractable SC optimization problem by
deriving the SC in closed-form expressions. Then, an
SC maximization problem is formulated to optimize
USN scheduling and AUV trajectories jointly under
the constraints of the connection outage probability
(COP), secrecy outage probability (SOP), communica-
tion requirements, and AUV trajectories.

• We propose an optimization algorithm for decompos-
ing the nonconvex problem into two subproblems
based on the block coordinate descent (BCD) method,
namely, USN scheduling and AUV trajectory optimiza-
tion. The relaxation approach is used to solve the sub-
problem of USN scheduling first, followed by
sequential convex approximation of the AUV trajec-
tory. Simulation results verify the resulting superiority
of SC performance.

The remainder of this paper is organized as follows.
Section 2 discusses relevant work. The proposed system
model is discussed in Section 3. Section 4 formulates and
transforms the SC optimization problem into a tractable
problem. To address the transformed problem, Section 5
proposes an iterative optimization algorithm. Simulation
results are presented in Section 6. Finally, we provide a
summary in Section 7.

2 | RELATED WORK

2.1 | Foundations of UWA networks

UWA networks face fundamental challenges such as lim-
ited bandwidth, high-energy consumption, and environ-
mental noise, which hinder their efficiency and
scalability. To extend network lifetimes, Ryu
and others [12] proposed a maximum or minimax
Q-learning (M-Qubed)-based opportunistic routing
method for underwater sensor networks that dynamically
selects relay nodes and leverages reinforcement learning
to optimize outcomes in a two-player game, reducing
energy loss from jamming attacks and improving routing
efficiency. In their research on underwater networks
related to energy harvesting, Wang and others [13] sug-
gested a learning strategy to maximize long-term commu-
nication throughput. The link-layer network flow was
optimized by determining a feasible solution to the least-
squares problem, considering the transmission delay of
UWA channels [14], to extend the network’s operational
period. In underwater environments, it is impractical to
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employ a fixed channel gain over time [15]. To reduce the
possibility of an outage in a single-decode-and-forward-
relay UAN, Wang and others [16] proposed a multi-AUV
communication scheme based on OFDMA downlink
communication, incorporating a motion-sensing-based
time control scheme and low-complexity subcarrier allo-
cation algorithm to ensure reliable, real-time communi-
cation with reduced energy consumption, and improved
bit error rate performance. In [17], Song and others pro-
posed a method for optimizing the power of a base station
and AUV scheduling to maximize the total throughput
and energy efficiency in a downlink UAN. Although tra-
ditional UANs are limited by a fixed infrastructure and
static nodes, the introduction of AUVs offers a dynamic
and scalable solution for addressing these challenges.

2.2 | Enhancing UAN performance
using AUVs

The introduction of AUVs significantly improves network
flexibility and adaptability, enabling dynamic data collec-
tion and extended coverage. To enhance the performance
of UAN systems further, Huang and others [18] proposed
an energy-effective and reliable data collection scheme
for UASNs using AUVs. They optimized AUV trajectories
using a two-phase mechanism, selected secondary cluster
heads to reduce the workload, and employed matrix com-
pletion for in-cluster data collection. Lin and others [18]
focused on enhancing the controllability and scalability
of AUV-assisted underwater wireless networks (UWNs)
using software-defined networking (SDN). They divided
UWNs into three layers, enabling data transmission, syn-
chronization, and collection among AUVs. Gong and
others [19] proposed a more economical and scalable
approach to localization and time synchronization in
underwater sensor networks by utilizing an AUV as a
mobile anchor instead of a fixed buoy on the sea surface.
Zeng and others [20] presented a novel simultaneous
wireless power and data transfer system for AUV
swarms. Their system achieves the advantages of a low
core volume and high strength through the optimization
of coil parameters using a multi-objective genetic algo-
rithm. Chiche and others [21] proposed a sizing strategy
for hybrid fuel cell/battery systems in AUVs to increase
their range and endurance. By analyzing real AUV mis-
sion power profiles, their strategy identifies the optimum
combination of battery size and fuel cell power.

Although AUVs significantly enhance UAN perfor-
mance, their inherent mobility and broadcast nature
introduce new security vulnerabilities, particularly in sce-
narios involving sensitive information transmission.

2.3 | Information security challenges in
AUV-enabled UANs

AUV-assisted networks are particularly vulnerable to
eavesdropping considering the broadcast nature of UWA
channels, making secure communication a critical con-
cern. Su and others [22] addressed the security risks in
UASNs in hostile environments by proposing a secure
transmission scheme using collaborative interference
from auxiliary nodes to ensure data secrecy. A privacy
protection scheme was proposed by Wang and others [23]
to protect sensitive source positions in UASNs. This tech-
nique uses pseudo-random number generators for
interference-free data delivery and phony source selec-
tion algorithms for passive attacks. To handle AUV path
planning in dynamic and uncertain scenarios, Cao and
others [24] developed a bioinspired neural network
and potential field approach for AUV path planning to
ensure safe and efficient obstacle avoidance. Lin and
others [25] proposed an SDN-based architecture for
multi-AUV collaboration that integrates beaconing, local-
ization, cooperative control, and hybrid data scheduling.
UASN location privacy protection against passive attacks
was the primary focus of Han and others [26]. To protect
node locations, the proposed privacy protection scheme,
which is based on data importance, considers data rele-
vance, AUV privacy breaches, and secure multi-hop
transmission with false nodes. Simulation results demon-
strate its success in terms of delay and safety time, with
applications aimed at improving network security in
smart ocean applications. These studies highlight the
need for an integrated approach that combines trajectory
design and scheduling optimization with SC enhance-
ment to address the unique challenges posed by AUV-
assisted UANs.

Existing research on UANs has primarily focused on
optimizing their performance in terms of bandwidth,
energy efficiency, and data throughput, with recent stud-
ies highlighting the benefits of using AUVs to improve
flexibility and scalability. However, although AUVs
enhance network performance, they also introduce new
challenges, particularly in terms of energy optimization
and trajectory planning. Additionally, security in AUV-
enabled networks remains a critical concern, particularly
with regard to vulnerability to eavesdropping. Most secu-
rity approaches assume perfect knowledge of an Eve’s
CSI, which is often unrealistic. This paper addresses
these gaps by proposing a method to optimize AUV tra-
jectories and sensor scheduling jointly to maximize SC in
a scenario where an Eve’s CSI is unknown, thereby
improving both performance and security in underwater
networks.
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3 | SYSTEM MODEL

AN AUV-enabled UASN consists of USNs for data collec-
tion, an AUV that gathers covert information from N sen-
sor nodes, and an Eve that attempts to intercept
transmissions, as shown in Figure 1. AUVs use in-band
full-duplex communication technology that enables them
to receive data and emit jamming signals simultaneously
to disrupt an Eve’s attempts [27]. This approach ensures
secure and efficient communication by leveraging recent
advances in UWA networks. This paper introduces a 3D
Cartesian coordinate system to assist in further data pro-
cessing and prevent a significant loss of generality. The
set of USNs is denoted as N ¼f1, …, Ng. The locations of
the n-th USN, Eve, and AUV are denoted as zn ¼
fxn, yn, Hng, ze ¼fxe½i�, ye½i�, Heg and za ¼fxa½i�, ya½i�,
Hag, where xn, xe, xa and yn, ye, ya represent the hori-
zontal coordinates of the USN, Eve, and AUV, respec-
tively. Hn, He, Ha represent the heights of the USN, Eve,
and AUV, respectively. i denotes the time gap after the
total task time T is discretized into I parts, where
i¼f1, 2, …, Ig. Each time slot has a length of θ. There-
fore, T¼ θI. The initial and final locations of the AUV
execution tasks are assumed to be predetermined and
expressed as z0a¼fx0, y0, Hag and zMa ¼fxM , yM , Hag.
Additionally, communication between the AUV and
USNs utilizes the time-division multiple access method.

Seawater absorbs the propagation of UWA signals,
which differs from ground wireless communication chan-
nels. Consequently, the pass loss over distance d is
expressed as follows:

Ϝðd, f Þ¼ dkβðf Þd, ð1Þ

where k¼ 1:5 denotes the propagation geometry and f
denotes the signal frequency. The absorption coefficient
βðf Þ is expressed as [28]

10logβðf Þ¼ 0:11f 2

1þ f 2
þ 44f 2

4100þ f 2
þ0:000275f 2þ0:003:

ð2Þ

Therefore, the channel gains from USN n to AUV
gn,auv½i�, USN n to Eve gn,e½i�, and AUV to Eve gauv,e½i� can
be expressed as follows:

gn,auv½i� ¼ 1
Ϝðdn,auv½i�, f Þ¼

1

Ϝ0dkn,a½i�βðf Þdn,auv ½i�
,

gn,e½i� ¼ 1
Ϝðdn,e½i�, f Þ¼

1

Ϝ0dkn,e½i�βðf Þdn,e½i�
,

gauv,e½i� ¼ 1
Ϝðdauv,e½i�, f Þ¼

1

Ϝ0dkauv,e½i�βðf Þdauv,e½i�
,

ð3Þ

where dn,auv½i� ¼ kzn� zak and dn,e½i� ¼ kzn� zek are the
distances between USN n and the AUV/Eve. dauv,e½i� ¼
kza� zek denotes the distance between the AUV and Eve.
Ϝ0 is a unit-normalizing constant.

We assume quasi-static fading channels in which the
instantaneous channel coefficients between the AUV and
USNs/Eve remain constant during a single transmission
period but may vary across different transmission inter-
vals. Consequently, the instantaneous channel gains
between the USN and AUV/Eve and the AUV and Eve
can be represented as [29]

γn,auv½i� ¼
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
gn,auv½i�

q
λ,

γn,e½i� ¼
ffiffiffiffiffiffiffiffiffiffiffi
gn,e½i�

q
λ,

γauv,e½i� ¼
ffiffiffiffiffiffiffiffiffiffiffiffiffiffi
gauv,e½i�

q
λ,

ð4Þ

where λ follows E½jλj2� ¼ 1, which represents the fading
component of the AUV signal to the USN channel.

The noise components of underwater communication
include four sources, namely, turbulence, distant ship-
ping, wind-driven waves, and thermal noise, which are
more complex than the noise in ground communication
environments. The power spectral density was calculated
as follows:

10logAthðf Þ¼�15þ20logf ,

10logAwðf Þ¼ 50þ7:5
ffiffiffiffi
w

p þ20logf �40logðf þ0:4Þ,
10logAsðf Þ¼ 40þ20ðs�0:5Þþ26logf �60logðf þ0:03Þ,
10logAtðf Þ¼ 17�30logf :

ð5Þ

Therefore, the ambient noise Aðf Þ can be
computed asF I GURE 1 System model.

4 DING ET AL.

 22337326, 0, D
ow

nloaded from
 https://onlinelibrary.w

iley.com
/doi/10.4218/etrij.2024-0390 by SE

A
 O

R
C

H
ID

 (T
hailand), W

iley O
nline L

ibrary on [04/07/2025]. See the T
erm

s and C
onditions (https://onlinelibrary.w

iley.com
/term

s-and-conditions) on W
iley O

nline L
ibrary for rules of use; O

A
 articles are governed by the applicable C

reative C
om

m
ons L

icense



Aðf Þ¼Atðf ÞþAsðf ÞþAwðf ÞþAthðf Þ: ð6Þ

Considering the limited power of USNs, we assumed
the use of wake-up and data transmission policies. Specif-
ically, the AUV communicates with one sensor through
trajectory design control, while keeping the other sensors
turned off. We define the binary scheduling variables
τn½i�� f0, 1g as the wake-up schedule variables in time-
slot m. If USN n delivers data to the AUV, then
taun½i� ¼ 1; otherwise, τn½i� ¼ 0. The scheduling con-
straints of USNs are given by

τn½i�� f0, 1g,
XN
n¼1

τn½i�≤ 1, 8m: ð7Þ

The transmission powers of the AUV and USNs are
denoted as Pauv and Pn, respectively. In time slot m, when
the USNs are awakened and the AUV communicates
with them, meaning τn½i� ¼ 1, the AUV-USN channel
capacity can be expressed as

Cn,auv½i� ¼ log2 1þPnjγn,auv½i�j2
Aðf Þ

 !
: ð8Þ

Simultaneously, the channel capacity between USN n
and the Eve is given by

Cn,e½i� ¼ log2 1þ Pnjγn,e½i�j2
Pauvjγauv,e½i�j2þAðf Þ

 !
: ð9Þ

4 | PROBLEM FORMULATION
AND TRANSFORMATION

Based on the presence of the inference channel, the chan-
nel capacity Cn,auv½i� may be less than the codeword rate
Rn,auv½i� between the AUV and USN, and the connection
links may be disrupted. The COP, which is denoted as
pcoutn ½i�, describes the current state and can be expressed
as follows:

pcoutn ½i� ¼PrðCn,auv½i�<Rn,auv½i�Þ

¼Pr log2 1þPnjγn,auv½i�j2
Aðf Þ

 !
<Rn,auv½i�

 !

¼Pr jλj2 < ð2Rn,auv ½i� �1ÞAðf Þ
Pngn,auv½i�

� �

¼F
ð2Rn,auv ½i� �1ÞAðf Þ

Pngn,auv½i�
� �

:

ð10Þ

Additionally, because the AUV is typically unable to
know Eve’s CSI, a secrecy outage may occur. The likeli-
hood of this circumstance occurring, which is denoted as
psd, can be calculated as

psd½i� ¼PrðCn,e½i�>Rn,e½i�Þ

¼ Pr log2
Pnjγn,e½i�j2

Pauvjγauv,e½i�j2þAðf Þþ1

 !
>Rn,e½i�

 !

¼ Pr jλj2 > ð2Rn,e½i� �1ÞAðf Þ
Pngn,e½i��ð2Rn,e½i� �1ÞPauvgauv,e½i�

 !

¼ 1�F
ð2Rn,e½i� �1ÞAðf Þ

Pngn,e½i��ð2Rn,e½i� �1ÞPauvgauv,e½i�

 !
:

ð11Þ

We assume that the maximum SOP and COP that the
system can accept are Θs and Θc. Therefore, pcd ¼Θc and
psd ¼Θs. By using (10) and (11), the throughputs of the
USN-Eve and USN-AUV channels can be expressed as

Rn,auv½i� ¼ log2 1þ�ωF�1ðΘcÞPngn,auv½i�
Aðf Þ

� �
,

Rn,e½i� ¼ log2 1þ �ωF�1ð1�ΘsÞPngn,e½i�
Aðf Þ�ωlnðΘsÞPauvgauv,e½i�

� �
:

ð12Þ

Let Γ¼fτn½i�g, 8n,m and Q¼fza½i�g,8m. Our objec-
tive is to maximize the SC of an AUV. The SC maximiza-
tion problem can be mathematically formulated as
follows:

max
fΓ,Zg

XN
n¼1

XM
m¼1

Rsec ½i� ð13aÞ

s:t:
XM
m¼1

τn½i�ðRn,auv½i��Rn,e½i�Þ≥ ξ,8n, ð13bÞ

τn½i�� f0, 1g,
XN
n¼1

τn½i�≤ 1, 8m, ð13cÞ

kza½i�� za½m�1�k≤Vmaxθ, 8m≥ 2, ð13dÞ

za½1� ¼ z0a,za½M� ¼ zMa , ð13eÞ

where ξ denotes the minimum SC that must be obtained.
Equation (13c) defines the scheduling constraint for the
USNs. Only one USN communicates with the AUV in a
single time slot. Equations (13d) and (13e) represent the
AUV’s mobile constraints. This is a nonconvex optimiza-
tion problem. In the next section, we solve this problem
by using the BCD method.

DING ET AL. 5
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5 | SOLUTION TO THE
OPTIMIZATION PROBLEM

5.1 | USN scheduling optimization

First, we solve the USN scheduling optimization problem
using the supplied AUV trajectory. By loosening the
binary restrictions in the optimization problem, the con-
ventional linear program can be rewritten as follows:

Therefore, the USN scheduling problem can be
rewritten as follows by relaxing the binary constraints
in (13c):

max
fΓg

XN
n¼1

XM
m¼1

Rsec ½i�

s:t:
XN
n¼1

τm½i�ðRn,auv½i��Rn,e½i�Þ≥ ξ, 8n,

XN
n¼1

τn½i�≤ 1, 8m, 0≤ τn½i�≤ 1,

ð14Þ

where Rn,auv½i� and Rn,e½i� can be obtained from (12)
because (14) is an integer programming problem that can
be solved using convex optimization.

5.2 | AUV trajectory optimization

Subsequently, we optimize the AUV’s trajectory using
the given USN schedule. The trajectory planning for an
AUV can be expressed as follows:

max
fZg

XN
n¼1

XM
m¼1

Rsec ½i� ð15aÞ

s:t:
XN
n¼1

τm½i�ðRm,a½i��Rm,e½i�Þ≥ ξ, 8d, ð15bÞ

kzu½i�� zu½n�1�k≤Vmaxθ,8n≥ 2, ð15cÞ

zu½1� ¼ z0u, zu½N� ¼ zNu : ð15dÞ

Let Rn, auv½i� ¼ log2 1þZa=Dað Þ, Rn,e½i� ¼ log2 1þZeDe=ð
ðNðf ÞDeþGÞÞ, where Da ¼ dkn,a½i�βðf Þdn,auv ½i�, De ¼ dka,e½i�
βðf Þdauv,e½i�, Za ¼ð�ωF�1ðΘcÞPnÞ=ðA0Nðf ÞÞ, Ze ¼�ωF�1

ð1�ΘsÞPngn,e½i�, and G¼�ωln ðΘsÞPauv0. Then, we have
the following lemma for handling nonconvex
constraints.

Lemma 1. The lower bound of Rm,a and
upper bound of Rm,e can be given by the follow-
ing expression:

Rlb
m,auv½i� ¼ f 1½i�þ g1½i�ðDa½i��Dn

a½i�Þ,
Rub
m,e½i� ¼ f 2½i�þ g2½i�ðDe½i��Dn

e ½i�Þ,
ð16Þ

where

f 1½i� ¼ log2 1þZa½i�=Dn
a½i�

� �
,

g1½i� ¼� Za½i�
ln2ðDm

a ½i�þZa½i�Dn
a½i�Þ

,

f 2½i� ¼ log2 1þ ZeDn
e ½i�

Aðf ÞDn
e ½i�þG

� �
,

g2½i� ¼
�loge2Ze½i�GðDe½i��Dn

e ½i�Þ
ðAðf ÞDn

e ½i�þGÞððZe½i�þAðf ÞÞDn
e ½i�þGÞ :

ð17Þ

Proof. Clearly, Rn,auv½i� is not a convex func-
tion relative to dkn,auv½i� but Rn,auv½i� is a convex
function centered on Da. Similarly, Rn,e½i� is a
concave function of De. Assuming that Dl½i� ¼
fDn

a½i�,Dn
e ½i�,8mg reflects the trajectory plan-

ning outcomes of the AUV in the l-th itera-
tion, and we can determine the lower limit of
Rn,auv½i� and upper bound of Rn,e at the feasi-
ble point zla½i� as follows:

Rn,auv½i�≥Rlb
n,auv½i� ¼ f 1½i�þg1½i�ðDa½i��Dn

a½i�Þ,
Rn,e½i�≤Rub

n,e½i� ¼ f 2½i�þ g2½i�ðDe½i��Dn
e ½i�Þ:

ð18Þ

▪

Based on the above conclusions, the optimization
problem can be approximated as follows:

max
fZ,De,Dag

XN
n¼1

XM
m¼1

τn½i�ðRlb
n,auv½i��Rub

n,e½i�Þ

s:t:
XM
m¼1

τn½i� Rlb
n,auv½i��Rub

n,e½i�
� �

≥ ξ,8n,

kzu½i�� zu½n�1�k≤Vmaxθ, 8n≥ 2,

qu½1� ¼ q0u, qu½N � ¼ qNu :

Da½i�≥ dkm,auv½i�βðf Þdm,auv ½i�, 8n,m,

De½i�≥ dkauv, e½i�βðf Þdauv,e½i� 8n:

ð19Þ
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Equation (19) is a convex problem that can be solved
efficiently using convex optimization. Algorithm 1 pre-
sents the intricacies of AUV trajectory optimization.

5.3 | Joint optimization of USN
scheduling and AUV trajectories

In this paper, we propose an iterative optimization algo-
rithm to maximize the AUV’s SC by alternately optimiz-
ing the sensor scheduling and AUV trajectories. The
original nonconvex problem is decomposed into two sub-
problems using the BCD method: (i) USN scheduling:
The binary scheduling variables are relaxed to continu-
ous values and the final schedule is obtained using a
rounding technique. (ii) AUV trajectory optimization:
The rate expressions for the AUV-Eve and AUV-sensor
channels are approximated using Taylor expansions at
feasible points, transforming the nonconvex optimization
problem into a convex problem, which is then solved
using convex optimization methods. This iterative
approach ensures efficient optimization and convergence
to a near-optimal solution. Algorithm 2 summarizes the
iterative approach to solving (13).

Next, we prove the convergence of the optimization
problem. Let RsecðΓðmÞ, ZðmÞÞ represent the l-th iteration
value for the optimization problem and define
Ra
sec ðΓðmÞ, ZðmÞÞ and Rb

sec ðΓðmÞ, ZðmÞÞ as the objective
values of optimization problems (14) and (19) in steps
3 and 4 of Algorithm 2, respectively. We obtain W ðmþ1Þ

using Algorithm 2. Then, we have

Rsec ðΓðmÞ, ZðmÞÞ ≤Ra
sec ðΓðmþ1Þ, ZðmÞÞ

¼Rsec ðΓðmþ1Þ, ZðmÞÞ:
ð20Þ

For a given (ZðmÞ, Γðmþ1Þ), by using step 4 in
Algorithm 2 to optimize the trajectory of the AUV, we
obtain

Rsec ðΓðmþ1Þ, ZðmÞÞ ≤Rb
sec ðΓðmþ1Þ, Zðmþ1ÞÞ

¼Rsec ðΓðmþ1Þ, Zðmþ1ÞÞ:
ð21Þ

By combining (20) and (21), we obtain the following
conclusions:

Rsec ðΓðmÞ, ZðmÞÞ≤Rsec ðΓðmþ1Þ, Zðmþ1ÞÞ, ð22Þ

which implies that the value of each iteration of Algo-
rithm 2 does not decrease. Furthermore, the objective
function of the optimization problem is bounded. There-
fore, the convergence of the algorithm is proven.

The computational complexity of Algorithm 2 stems
from the optimization of USN scheduling and AUV tra-
jectories. The computational complexity of the proposed
algorithm is OðIMð3:5ÞÞ, where M and I are the number
of time slots and iterations, respectively.

6 | SIMULATIONS RESULTS

This section presents simulation results to demonstrate
the effectiveness of the proposed algorithm. We assume
that there are N ¼ 13 USNs randomly distributed under-
water, and the start/end locations of the AUV are preset
as ð�800, 0, 0Þ and ð800, 0, 0Þ. In this study, we assumed
that the Eve utilizes an underwater beacon for eavesdrop-
ping. These beacons can be anchored to fixed underwater
positions, employ global positioning system localization,
and automatically transmit or receive data. This technol-
ogy minimizes the influence of ocean currents on the
Eve’s position [30]. The fading coefficient λ is modeled as
jλj2 ∽Rayleighðσ2Þ, σ2 ¼ 0:64. The other parameter set-
tings are as follows: Hn ¼He ¼ 100 m, Ha ¼ 10 m,
Vmax ¼ 50 m/s, θ¼ 0:5 s, ξ¼ 100 Kbit, Pn ¼Pauv ¼ 10
dBm, Θs ¼Θc ¼ 0:05.

Figure 2 presents the optimal AUV trajectory are vari-
ous times T as calculated by the proposed algorithm. One
can observe that the AUV is always as close to each USN
as possible to maintain a favorable channel state. Addi-
tionally, when the AUV approaches USNs, it will attempt
to get as close as possible to the Eve to cause more
interference and gain additional SC. The scheduling

DING ET AL. 7
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optimization results of USNs when T¼ s are presented in
Figure 3. One can see that when the USN does not com-
municate with the AUV, it is always in a closed state and
can only be in a communication state when the AUV is
entirely closed. This behavior can not only transmit more
confidential information but also effectively reduce the
energy consumption of USNs.

Figure 4 compares the secrecy rate achieved by our
collaborative design strategy with that of three bench-
mark methods over time T. The selected benchmarks
include (i) elliptic trajectory planning with transmission
power optimization [31], (ii) elliptic trajectory planning
with a fixed transmission power [32], and (iii) a circular
trajectory with a radius of 800 centered at the origin [33].
The secrecy rate of the AUV increases over time, primar-
ily because the AUV spends more time near the USNs,
allowing for greater data collection. Additionally, the
results demonstrate that methods incorporating trajec-
tory planning outperform those without trajectory plan-
ning, highlighting the significant benefit of trajectory
optimization for enhancing the secrecy rate. These

findings confirm that our proposed approach leads to
superior performance compared with the benchmark
schemes.

Figure 5 compares the SC achieved by our proposed
algorithm with the minimum secure data quantity ξ. One
can see that the SC rapidly diminishes as the amount of
secure data collected increases. These results can be
explained in two ways. First, a larger secrecy rate is
required to meet greater secure data collection criteria,
resulting in increased USN transmission power. There-
fore, the SC decreases as ξ increases as a result of
restricted communication resources. Additionally, to sat-
isfy the secrecy rate requirements, USNs must be awoken
many times to transmit data. As a result, while approach-
ing the two USNs, the AUV must remain above them for
an extended period, consuming more propulsion energy
and resulting in a lower SEE. Figure 5 further shows that
as the AUV’s maximum transmission power grows, so
does its SC. Increasing the maximum AUV transmission
power improves the SC and optimizes the AUV trajectory
to save energy.

F I GURE 2 AUV trajectory optimization for various T values.

AUV, autonomous underwater vehicle.

F I GURE 3 Optimized USN scheduling. USN, underwater

sensor node.

F I GURE 4 Comparison of secrecy rates for various methods

and T values.

F I GURE 5 SC comparison for different values of Pu. SC,

secrecy capacity.
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7 | CONCLUSIONS

We investigated the SC of an AUV-assisted secure UASN.
Given that the CSI of an Eve is often difficult to deter-
mine, we proposed an SC maximization problem under
SOP and COP restrictions. Considering the difficulty in
directly solving the established nonconvex problem, we
first transformed it into two more tractable subproblems
and then proposed an iterative algorithm using the BCD
method. These two subproblems are solved iteratively to
accomplish optimization. Simulation results demon-
strated the importance of trajectory planning and the
efficacy of the proposed algorithm.
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