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Several risk management frameworks have been introduced in the literature for maritime Pollution Preparedness
and Response (PPR). However, in light of the actual needs of the competent authorities, there is still a lack of
framework that is established on a sound risk conceptual basis, addresses the different risk management decision-
making contexts of organizations, and provides tools for various risk management questions of this field. To
alleviate the limits of existing approaches, this paper introduces a new risk management framework for this
purpose, which was developed in cooperation with the competent authorities and other maritime experts. The
framework adopts the risk-informed decision-making strategy and includes three aligned components. The first
component provides a unified theoretical risk concept to the framework through an interpretation of the Society
for Risk Analysis risk approach. The second consists of four ISO 31000:2018 standard based processes focused on
different risk management decision-making contexts of the PPR organizations. The third comprises a set of
practical risk assessment tools to generate the needed information. A case study provides an example of the
functionality of this framework with integrated data from the northern Baltic Sea. To conclude, a risk concept is
provided for the PPR authorities and their stakeholders as well as processes for managing the risk and tools for its
assessment.

1. Introduction timely and coordinated response to limit the adverse consequences of

accidental oil spills [1].

Effective risk management for Pollution Preparedness and Response
(PPR) is an essential aspect for ensuring a clean marine environment and
the vital interests of states, such as tourism, aquaculture and fishery [1].
While the frequency of accidental oil spills has decreased over the past
decades [2,3], there is strong evidence that the consequences of such
accidents can be catastrophic for the marine environment and coastal
communities [4,5,6]. Occasionally, these events have also resulted in
vast economic losses, as demonstrated by previous large-scale accidents
such as Erika (1999), Prestige (2002) and Deepwater Horizon (2010)
[7,8,9]. A recent example is the grounding accident of the 203,000-DWT
bulk carrier Wakashio off the island of Mauritius [10]. Therefore, it is
necessary to continuously ensure that appropriate preparedness mea-
sures are in place at both national and regional levels to facilitate a
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To support the PPR risk management, several theoretical risk con-
cepts, organizational risk management processes and practical risk
assessment tools have been introduced in the literature. In most of the
studies, the risk concepts are based on the classical positivism approach
focusing on accurate risk measurement, whereas in some of them these
concepts are derived from constructivism, addressing in particular the
uncertainty aspect of risk [11]. The outlined processes for managing
risks are thus rather based on the strategy of risk-based decision-making
(RBDM) than risk-informed decision-making (RIDM), although the latter
represents the current scientific approach [12]. In the context of the
RBDM strategy, the studies are typically based on different in-
terpretations of the International Maritime Organization's (IMO) Formal
Safety Assessment (FSA) [13], see e.g., [14,15,16]. On the contrary, the
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ones established on the RIDM strategy utilize novel approaches,
including the ISO 31000:2018 standard on risk management, see [3,17].
The tools applied for assessing the risk are often based on the quanti-
tative approaches, focusing on the probabilities or consequences of
accidental oil spills [18,19,20]. Yet, some qualitative approaches have
also been used, including modern ways for assessing the uncertainties
[21,22,23]. Overall, the importance to provide academic contribution
for the PPR risk management has been widely recognized across this
field and in its different paradigms [24].

In the European Union (EU), national authorities are responsible for
the PPR risk management activities in their jurisdictions in accordance
with the respective national Oil Spill Contingency Plan [25,26]. To
reinforce these activities over larger sea areas, regional cooperation
agreements have been established between EU member states and other
coastal states, such as the Helsinki Convention (HELCOM) in the Baltic
Sea area and the Bonn Agreement in the North Sea area. In the context of
these agreements, several regional risk assessment initiatives have also
been implemented, such as HELCOM BRISK and BRISK-RU in the Baltic
Sea (2009-2012) as well as BONN BE-AWARE I and II in the greater
North Sea (2012-2014), representing important milestones for
strengthening the cooperation in this field. Despite the current progress,
these joint European risk assessments have also faced wide criticism for
various reasons, including e.g., the lack of systematic and harmonized
approaches, and challenges in implementing the risk assessment results
[27].

Recently, the EU established a project called OpenRisk, the aim of
which was to tackle these subjects of criticism [28,29]. During the early
stages of the project, the following observations were made regarding its
roots [30,31]. Firstly, the risk concepts of the PPR authorities are not
consistent. For instance, some of them comprehend risk only as a
probability of an unwanted event, while others view it as a combination
of probability and the consequences of such an event. The same problem
related to the lack of a unified risk concept applies also to the risk
assessment tools of this field, as many of them are based on different risk
definitions or metrics. Second, the decision-making contexts, where the
PPR authorities are interested in using risk-related information in their
organizational processes, are not similar across the European countries.
It was found that these can range remarkably from short-term screening
to long-term strategic planning. Third, to provide risk-related informa-
tion for these different decision-making contexts, a set of various risk
assessment tools is needed, including guidelines to assist the PPR au-
thorities in selecting appropriate tools for their particular risk manage-
ment questions.

These observations are relevant also from a scientific point of view.
Regarding the concept of risk, it has been found that the chosen
perspective influences the way that risk is assessed [11]. Therefore, it
can also have serious implications for risk management and decision-
making e.g., by underplaying the importance of uncertainties in
implementing risk mitigation measures [32]. The importance of
considering the decision-making context when performing risk assess-
ment has also been emphasized. The most well-known risk management
guidelines [33,34,35], and state-of-the-art scientific risk research
[32,36], state that there is a strong need to clearly connect risk assess-
ment processes with the particular needs of specific decision-making
contexts and organizational processes for implementing the results.
With this in mind, there are calls for a new framework to address the
limitations of current PPR risk management approaches at the EU level.
More specifically, such a risk management framework is needed in this
field, which is established on a sound risk-conceptual basis, applicable
for different decision-making contexts of the PPR authorities, and able to
provide appropriate practical risk assessment tools for their different
risk management questions.

To conclude, a wide range of valuable research has already been
conducted in the context of PPR risk management activities representing
different academic paradigms. However, none of them explicitly ad-
dresses the earlier noted needs with respect to the PPR risk management
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framework. To alleviate the limits of the current approaches, this paper
proposes a new solution for this purpose, which was developed in
cooperation with the competent authorities and other maritime experts
through an extensive literature review and a series of workshops. The
proposed risk management framework is based on the RIDM strategy
and consists of three aligned components. The first component provides
a unified theoretical risk concept to the framework. Its purpose is to
tackle the problems associated with the co-existence of a multitude of
risk concepts in this field. The second component includes systematic
and flexible risk management processes. This addresses the different risk
management decision-making contexts of the PPR authorities. The third
component contains a set of practical risk assessment tools. Its aim is to
generate information for various risk management questions of the
competent authorities.

The remainder of the paper is organized as follows. Section 2 pre-
sents the theoretical background of the proposed framework. Section 3
outlines the development process of the framework. Section 4 presents
the results of the framework development process. Section 5 showcases
the framework implementation. Section 6 discusses the strengths and
challenges of the framework and the case study. The final Section 7
provides conclusions and points to opportunities for future research.

2. Theoretical background

This chapter outlines briefly the RIDM strategy and the literature
related to three key components of the proposed PPR risk management
framework: i) theoretical risk concepts, ii) organizational risk manage-
ment processes, and iii) practical risk assessment tools. The three com-
ponents are also closely linked to one another. More specifically, the first
component sets the scope and conceptual understanding for the risks
that PPR organizations seek to assess and manage. The second compo-
nent addresses how risk management can be systematically and effec-
tively linked into organizational processes. The third component
provides practical tools for the organizations risk assessment processes
to generate information for their particular risk management questions.

2.1. Risk-informed decision-making strategies

During the past two decades we have seen an evolution from RBDM
to RIDM strategies [37]. The main reason for this paradigm shift is the
new way of thinking, where risk assessment models are considered as
non-predictive rather than predictive [38,39,40]. In terms of validity
and reliability, it has been argued that the focus should be on uncer-
tainty treatment in order for a risk assessment to be valid, whereas it
should not be expected that analyses performed using different methods
or analysis teams provide the same results [41]. On the other hand, in
this context it has also been stressed that risk assessments are still useful
to support decision-making, but that the expectations of modeling and
analysis efforts should be more modest [11,42]. As Aven and Zio [43]
have noted, the value of risk assessment is not in the attempt to accu-
rately measure risks, and its results should not be used directly as a basis
for decision-making. Rather, the value of risk assessments lays in
broadly and systematically characterizing the available knowledge base
and its associated uncertainties.

Considering the above, the proponents of the RIDM strategy suggest
further that the results of risk assessment models are only one part of the
decision-making process, and need to be set into a wider context as
appropriate [44]. To this end, managerial judgement processes [45], or
a more extensive deliberative process, can be used involving multiple
stakeholder groups [46]. Such processes aim to consider the quality
aspects of risk-related information transparently, as well as to incorpo-
rate other managerial and stakeholders concerns, such as political and
financial matters [37,45]. In terms of quality, Aven and Zio [43] suggest
considering i) the reliability and validity of the risk description, ii) the
strength of the knowledge that the risk metrics are based on, and iii) the
potential for surprises relative to the knowledge. For more criteria, see e.
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g., [47]. Overall, the results of risk assessment should be in line with the
mental models and heuristics of the decision-making process partici-
pants, or these should be used as an attempt to change their mental
models and heuristics [48].

2.2. Concept of risk

The concept of risk is the cornerstone of the entire risk field, as it sets
the scope and purpose for its activities [49]. Therefore, it also defines the
risk that organizations seek to assess and manage through different
strategies, including the earlier noted RBDM and RIDM. Since the
beginning of this academic field, a substantial number of attempts have
been made to describe the meaning of the risk concept within different
paradigms [49].

In the classical positivism, risk is considered as an objective feature
of a system, which can be identified, analyzed and evaluated precisely
against the preset criteria [50]. Hence, the results of risk assessment are
considered an approximation of an absolute truth and free of value
judgments [51]. The most well-known risk definition of this paradigm is
probably the one of Kaplan and Garrick [52], which defines risk as a set
of triples R = {Si, Pi, Ci}, where Si is the i th scenario, Pi is the frequentist
probability of that scenario, and Ci is the consequence of the i  scenario,
i=12..N.

By contrast, the constructivism rejects the idea of risk as an objective
thing — a thing in itself, which is independent of the people assessing or
experiencing risk [11]. Therefore, it also rejects the view of risk as-
sessments approximating a truth. In this paradigm, the role of in-
dividuals and how they judge risk is emphasized, as humans tend to see
the world differently [53]. On the other hand, its supporters also
acknowledge that these so-called human mental risk models may still be
inter-subjectively objective [54].

A well-known risk definition of the constructivism approach is the
one of Aven and Renn [55], which defines it as a set of triples R = {C, Q,
K}, where C stands for events/consequences, Q is the associated un-
certainty, and K is the knowledge on which Q is based.

Despite that several efforts have been made under different para-
digms, no author has managed to define what is risk in a generally
accepted way and the task is currently considered unrealistic [32,56].
Therefore, the Society for Risk Analysis (SRA) has proposed an approach
that allows different perspectives on risk, while making a sharp
distinction between qualitative definitions and associated measure-
ments [32]. The following summarizes the risk definition text from SRA
[56]:

‘We consider a future activity [...], and define risk in relation to the
consequences of this activity with respect to something that humans value.
The consequences are often seen in relation to some reference values |[...],
and the focus is normally on negative, undesirable consequences. There is
always at least one outcome that is considered as negative or undesirable.’

The SRA glossary also lists seven qualitative risk definitions and six
metrics/descriptions, which are all in line with this broad risk definition.
The approach is applicable for the ISO 31000:2018 standard [56], for
instance, where risk is defined as ‘the effect of uncertainty on objectives’
[33].

2.3. Risk management processes

The aim of the risk management process is to ensure that the asso-
ciated tasks of organization are integrated into its overall activities
systematically and effectively [33]. Risk assessment, on the other hand,
is focused on providing information for risk management and the asso-
ciated decision-making [45]. In the scientific research and professional
context, several processes have been also introduced for the risk man-
agement of different disciplines and industrial sectors. These approaches
are primarily based on the RBDM strategy in both science and practice,
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although the RIDM strategy represents the current state-of-the-art [12].

In the context of PPR risk management, the suggested processes are
also typically founded on the RBDM strategy. The different in-
terpretations of the FSA have been a dominant approach in this field for
decades, focusing on traditional risk quantification and cost-benefit
decision-making principles, see e.g., [14,15]. However, there are also
indications of a growing interest on the RIDM based approaches, espe-
cially on the ISO 31000:2018 standard. In the study of Neves et al. [3]
this standard has been applied for assessing the risk of an accidental oil
spill off the coast of Lebanon, while Landquist et al. [17] have used it in
the context of environmentally hazardous shipwrecks. Importantly, in
the study of COWI [57] it has been also recommended to utilize the
standard for harmonizing the current risk management practices of PPR
organizations at the European level.

To describe the ISO 31000:2018 standard from the RIDM perspec-
tive, the following examples can be used. Firstly, the standard notes that
any limitations and uncertainties associated with risk assessment results
should to be considered explicitly [33]. Second, it emphasizes that the
decisions supported with risk analysis should take account of the wider
context and the actual and perceived consequences to external and in-
ternal stakeholders [33]. Such topics are not particularly addressed in
the FSA based risk management approach, although they are considered
to be important in the contemporary thinking, see Section 2.1.

Regarding the ISO 31000:2018 standard based risk management
process, it follows approximately the same logic as the COSO Enterprise
Risk Management Framework and the AS/NZS 4360 Risk Management
Standard [58]. The process is thus divided into the following five stages
[33], see Fig. 1.

1. Establishing the context, which defines the basic parameters for
managing risk and sets the scope and criteria for the rest of the
process, including decision-making.

2. Risk identification, where hazards, threats, possible failures and un-
wanted events associated with the system or activity are found,
recognized and described.

-—~| 1. Establishing the context ‘._.

RISK ASSESSMENT l
-—~| 2. Risk identification [—-
l

._.| 3. Risk analysis ’~—-

|

._.| 4. Risk evaluation ’._.

|

-—~| 5. Risk treatment ‘»—-

I

B. Monitoring and review

(A. Communication and consultation

|

Fig. 1. The ISO 31000:2018 standard based risk management process. Stages
2-4 are referred to as risk assessment. In addition, this process includes two
parallel activities: a) communication and consultation with relevant stake-
holders, and b) monitoring and review of the adequacy of the implementation
of the five stages.
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3. Risk analysis, where the aim is to comprehend the nature of risk and
its characteristics including, where appropriate, the level of risk.

4. Risk evaluation, the purpose of which is to support decision-making
via comparing the results of the risk analysis with the established
risk criteria to determine where additional action is required.

5. Risk treatment, the aim of which is to select and implement options
for risk mitigation.

Finally, it should be noted that while several authors have critically
examined the ISO 31000:2018 standard as a whole [59,60], it has been
used in various research applications and organizations [61,62]. Over-
all, the standard provides a consistent basis to manage and assess the
risks that could jeopardize the objectives of organization [12].

2.4. Risk assessment tools

Risk assessment tools are practical solutions for executing the
different stages of the risk assessment process: risk identification, risk
analysis and risk evaluation. Their purpose is to generate information,
which can be used to support risk management and associated decision-
making [45]. This process may be performed in varying degrees of depth
and detail, using one or several tools ranging from simple to complex
[33].

In the context of PPR risk management, the tools used for different
stages of the FSA-based risk assessment process include e.g., Checklists
and HAZOP-techniques for the risk identification, Fault Tree Analysis
and Event Tree Analysis for the risk analysis, as well as FN-Curves, Cost-
Benefit Analysis and ALARP-techniques for the risk evaluation. For a
comprehensive review of the available tools for maritime waterway risk
analysis, see e.g., [18,20,24]. Most of these same tools can also be
applied for the ISO 31000:2018 standard based risk assessment process
[63], but the principle of using their results in the context of decision-
making is not the same, as discussed in Section 2.1.

Recently, Goerlandt et al. [28] and Laine et al. [29] have also pro-
posed a set of open-source risk assessment tools to support the PPR risk
management. Some of these tools are commonly applied in the tradi-
tional FSA-based risk assessments, such as INRAP Mk II, BowTie and
Cost-Benefit Analysis, whereas others represent novel approaches,
including e.g., ERC-M, FRAM and Strength of Evidence Assessment
Schemes. This so-called OpenRisk Toolbox can be used to cover the
different stages of the ISO 31000:2018 standard based risk assessment
process, while also taking into account the various risk management
questions in this field.

3. Risk management framework development process
This chapter outlines the development process of the proposed PPR

risk management framework by introducing the stakeholder groups and
describing the four-stage process that was used for this purpose.
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3.1. Stakeholder groups

Although the authors took the main responsibility for developing the
new PPR risk management framework, a key feature of this process was
the cooperation between PPR and maritime authorities, academics and
other relevant stakeholders during the EU-OpenRisk project in
2017-2018. As shown in Table 1, a total of 100 stakeholders partici-
pated in four workshops that were organized during the project, repre-
senting a wide range of national and international organizations from
different countries and areas of expertise.

The main group of the workshop participants consisted of authorities
working in the fields of PPR and maritime safety. This included repre-
sentatives from the European coastal states and intergovernmental or-
ganizations, such as the European Maritime Safety Agency (EMSA) and
the International Association of Marine Aids to Navigation and Light-
house Authorities (IALA). As the end-users of the risk management
framework, their primary role was to ensure that it is in line with its
objectives, and that these are achieved. However, it is worth noticing
that none of the governmental bodies represented coastal communities,
who could face the immediate consequences of an accidental oil spill
and thus loss their source of livelihood.

The other main group were academics, working in the fields of
maritime safety and risk management. This concerned representatives
from universities and research institutes, including e.g., the University
of Helsinki, Hamburg University of Technology, and the Marine Envi-
ronmental Pollution Research Center of the Republic of Korea. As sci-
entists specialized in the areas of interest, they supported the framework
development with analytical and conceptual expertise. Furthermore,
many other organizations provided valuable contributions to this work
based on their particular expertise, such as the European Joint Research
Centre (JRC) and the Det Norske Veritas-Germanischer Lloyd (DNV-GL).

3.2. Development process

The development process of the PPR risk management framework
encompassed four stages: I) acquisition of the background information,
II) configuration of the framework settings, III) design of the framework,
and IV) amendment of the scientific component, see Fig. 2. Stages I-III
were carried out during the EU-OpenRisk project, while the final stage
was made afterward to further strengthen the scientific basis of the
framework.

3.2.1. Stage I: acquisition of the background information

The aim of the first stage was to collect background information for
the framework design. The focus was on joint European oil spill risk
assessments, which have faced wide criticism in national and regional
PPR organizations. To have more detailed information about their
shortcomings, the authors analyzed the reports of the BRISK & BRISK-
RU [64,65], BE-AWARE I & II [66,67] and MEDESS 4-MS [68] pro-
jects, and discussed their issues in the Inter-Secretariat meeting of Eu-
ropean regional PPR organizations in April 2017. Based on the results,
the main critical points can be summarized as follows [27]:

Table 1
Organizations of workshop participants and their geographical locations.
CA DK DE EE FI FR GB IT KR LV NL NO MT PL PT SE Total

Classification society - - - - - - — — — _ 2 _ _ _ _ 2
Intergovernmental organization - - - - 10 1 - - - - - 7 - 2 - 23
Maritime authority - - 2 - 2 - - - - - - - - . _ - 4
Maritime school - - - - 3 - - _ _ — _ - _ _ _ _ 3
PPR authority 1 3 1 8 - - 2 1 - - 4 4 33
Research institute - - 1 - 1 - - - 4 - 4 - - - - 3 13
University 1 - 4 2 6 - 1 - - - - - - - 8 22
Total 2 10 3 30 1 1 6 1 4 8 7 1 6 15 100

Abbreviations: CA = Canada, DK = Denmark, DE = Germany, EE = Estonia, FI = Finland, FR = France, GB = Great Britain, IT = Italy, KR = Republic of Korea, LV =
Latvia, NL = Netherlands, NO = Norway, MT = Malta, PL = Poland, PT = Portugal, SE = Sweden.
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. lack of transparency ....

lack of comparability ....

. high costs ....
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~“RA tool=.... R=ISO"
/RA tool = ERC-M
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RMDC = strategic
IWRAP-M2
RMDC = changes in risk level R=C",QK
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\R=....
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Stage-I1

/" RIDM of \_

PPR

|
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C-1: Theorethical \
risk concept

 for PPR organizations

C-3: Practical risk
assessment tools
. for PPR organizations |

Phase 3. . Phase 2.
C-2: Risk management
processes for PPR
organizations
Stage-1V

Fig. 2. The four stages of the new PPR risk management framework designing process.

e lack of systematic and harmonized approaches for different decision-
making contexts;

e lack of transparency in the conceptual and methodological basis of
the tools used in the risk assessments;

o lack of comparability of risk assessment results across geographical
areas and over time;

e high costs of implementing regional risk assessments; and

e challenges in implementing the risk assessment results, both at the
Member State and regional cooperation level, especially when
different authorities are involved.

3.2.2. Stage II: configuration of the framework settings

This second stage focused on configuration of the framework set-
tings. To execute this task, the criticisms identified in the previous stage
were used as a starting point for the work. To overcome these issues, the
authors organized the first EU-OpenRisk workshop in June 2017 in
cooperation with HELCOM, which addressed the end-user needs con-
cerning the risk-related information and risk management in general.
Thirty-three experts from different maritime fields participated in the
workshop. Beforehand, they also responded to an associated question-
naire. The key points of the results are as follows [30,31]:

e the risk concepts of the PPR authorities and their stakeholders are
not consistent, and several risk assessment tools of this field are
established on different risk definitions and metrics;

e the decision-making contexts, where the PPR authorities are inter-
ested in using risk-related information in their organizations, are not
similar across the European countries, as they range from short-term
screening to long-term strategic planning; and

e a set of open-source risk assessment tools is needed to provide in-
formation for various risk management questions relevant to PPR
authorities, including guidelines to assist the authorities in order to
select appropriate tools for their organizational context.

3.2.3. Stage III: design of the framework

The aim of the third stage was to design the risk management
framework for PPR organizations. In this task, the issues identified in the
previous stage were used as a baseline setting for the work. In order to
address them, it was agreed with the stakeholders to design such a risk
management framework for this field, which is based on the RIDM
strategy and consists of three components focusing on the following
topics:

e theoretical risk-conceptual basis;
e organizational risk management processes; and
e practical risk assessment tools.

At this stage, it was also agreed that the last two components are a
priority and need to be made in cooperation with the stakeholders, while
the design of the theoretical risk concept component is primarily a task
for the authors. To execute the associated work, the authors conducted a
literature review focusing on the maritime risk management frame-
works, risk management processes, risk assessment tools and risk con-
cepts, as well as organized three more EU-OpenRisk workshops and
associated questionnaires in cooperation with stakeholders. Following
the stakeholders request, the authors also carried out a case study on the
Baltic Sea region to demonstrate the practical functionality of the new
PPR risk management framework.

The second workshop was co-organized with the Lisbon Agreement
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in October 2017. Firstly, the aim was to discuss the proposal of using the
ISO 31000:2018 standard as a basis for the organizational risk man-
agement process component. Following the discussion, all 19 partici-
pants of the workshop approved the suggestion. Second, the purpose was
to consult stakeholders on the risk assessment tools that should be
included in the associated component. At this point, some of the po-
tential risk assessment tools were also evaluated in terms of their
applicability for executing the different standard based risk assessment
steps (risk identification, risk analysis and risk evaluation). As a result of
the workshop, the authors received valuable information on both mat-
ters, which were instrumental in order to proceed with the framework
designing process [28,29,69].

The third workshop was hosted in cooperation with the Regional
Marine Pollution Emergency Response Centre for the Mediterranean Sea
(REMPEC) in April 2018. The aim was to discuss the proposed ISO
31000:2018 standard based approach, which included four interlinked
risk management processes focusing on different risk management
decision-making contexts of PPR organizations. In the workshop, some
potential risk assessment tools for the associated component were also
tested in terms of their usability. As a result, 25 participants of the
workshop provided suggestions to improve the current standard based
approach and pragmatic information on the tested risk assessment tools
[28,70].

The fourth workshop was co-organized with the Bonn Agreement in
October 2018. The aim was to introduce the final PPR risk management
framework [71] and demonstrate its practical functionality through a
case study with the integrated data of the northern Baltic Sea [72].
During the workshop, 23 participants provided feedback about the
framework, with a general conclusion that it would serve as a useful
basis for PPR risk management, overall meeting the stated objectives
[73].

3.2.4. Stage IV: amendment of the scientific component

The final stage addressed ways for elaborating the scientific basis of
the PPR risk management framework, as it was deemed important to
ensure that it is strongly rooted in the contemporary risk-conceptual
thinking. To achieve this objective, the authors added a third compo-
nent to the framework focusing on theoretical risk-conceptual basis.

Following an extensive literature review, it was concluded that the
SRA's risk concept could be used for this purpose. With its flexible
approach, it was considered possible to harmonize the various mental
risk models of PPR authorities and their stakeholders, as well as the risk
definitions and metrics of the tools used for maritime oil spill risk as-
sessments. After the amendment of this component, the authors
streamlined all three components with one another following the ideas
of RIDM strategy.

4. Risk management framework for PPR organizations
4.1. Overview of the PPR risk management framework

The new risk management framework for PPR organizations is based
on the RIDM strategy and consists of three components, see Stage IV of
Fig. 2. Its main objective is to alleviate the identified problems in the
PPR risk management outlined in Section 3.2.2. This Section 4.1 pro-
vides an overview of the framework, while Section 4.2 describes the
content of its components and Section 4.3 the components' alignment
process in detail.

The first component (C-1) focuses on providing a unified theoretical
risk concept to the framework through an interpretation of the SRA's risk
approach. Its purpose is to tackle the problems associated with a co-
existence of multiple risk concepts in the PPR activities. The second
component (C-2) includes four interlinked risk management processes
based on the ISO 31000:2018 standard. This addresses the different risk
management decision-making contexts of the PPR authorities. The third
component (C-3) comprises 23 open-source risk assessment tools from
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the OpenRisk Toolbox. Its objective is to provide practical risk assess-
ment tools for various risk management questions of the competent
authorities.

To comply with the RIDM strategy, there is a further need to align
these three components with one another, which is made through a four-
phase process, as indicated in Stage IV of Fig. 2. Firstly, the general risk
definition of C-1 is used for harmonizing the different mental risk models
of the persons involved in the RIDM procedures of PPR organizations.
The aim is to reach a common understanding concerning the risk that
they seek to assess and manage. Second, the different risk perspectives of
C-1 are aligned with the four PPR risk management processes of C-2. The
purpose is to specify the risk perspective of the general risk definition,
which can be managed through a particular process. Third, the risk
metrics/description of C-1 is aligned with four PPR risk management
processes of C-2. The objective is to provide a common basis for
measuring the risk across four processes, while still allowing the
different risks” aspects to be emphasized. In this phase, the four risk
management processes of C-2 are also aligned with the risk assessment
tools of C-3. Considering the risk metrics/description and the different
risk assessment steps of these processes, the purpose is to provide
appropriate tools for assessing the risk in each one of them. Finally, the
aim is to communicate the C-3-based risk assessment results and asso-
ciated uncertainties to the persons involved in the RIDM procedures of
PPR organizations. In addition, the objective is to set these results into a
wider decision-making context as appropriate.

4.2. Components of the PPR risk management framework

This section describes the content of three components of the PPR
risk management framework: i) the theoretical risk concept component,
ii) the risk management process component and iii) the practical risk
assessment tool component, see Stage IV of Fig. 2.

4.2.1. C-1: risk concept for PPR organizations

The first component focuses on providing a unified theoretical risk
concept for the framework through an interpretation of the SRA's risk
approach [56]. Its aim is to tackle the problems associated with a co-
existence of multiple risk concepts in the PPR activities. For this pur-
pose, the component consists of one general risk definition, four
different risk perspectives, and one risk metrics/description. All of them
are customized to the context of PPR risk management, and in line with
one another.

The SRA's glossary includes a broad general risk definition, which
allows different risk perspectives and metrics/descriptions, see Section
2.2. In this component, the general definition is adjusted for the needs of
PPR risk management as follows:

We consider a future maritime activity and define risk in relation to
the consequences of this activity with respect to environmental values
and ecosystem services. The consequences are seen in relation to the
protection of these values and services, and the focus is on negative,
undesirable consequences.

The SRA's glossary also includes seven different risk perspectives
with respect to the general risk definition. Four of them are adapted to
this component, the interpretations of which are as follows:

1. Riskis the deviation from a reference value of maritime incidents and
associated uncertainties

2. Risk is the occurrences of some specified consequences of the mari-
time activities and associated uncertainties

3. Risk is the consequences of the maritime activities and associated
uncertainties

4. Risk is uncertainty about and severity of the consequences of mari-
time activities with respect to environmental values and ecosystem
services

Furthermore, the SRA's glossary comprises six different risk metrics/
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descriptions. One of them is used for this component, which is based on
the triplet R = {C, Q, K}, where C' stands for the consequences of
maritime activities, Q for an uncertainty measurement associated with
C, and K denotes the background knowledge which supports C and Q.

4.2.2. C-2: risk management processes for PPR organizations

In the second component, the generic risk management process of
the ISO 31000:2018 standard [33] is adapted to the risk management
activities of PPR organizations. Its purpose is addresses the different risk
management decision-making contexts of this field. Recognizing a va-
riety of reasons for executing a given risk management process, the types
of envisaged decisions, and the available resources, four PPR risk
management processes are distinguished: basic screening, extended
screening, intermittent, and strategic.

The basic screening process aims to monitor the risks in a given sea
area, to determine whether there are significant changes in the risk level
of maritime transportation activities in a given reference period, see
Table 1.A (Appendix). As this process is executed relatively frequently, it
is devised so that only few organizational resources are required for its
implementation. Following the results of associated risk assessment, this
process leads to decisions focusing on whether further risk management
activities should be implemented, such as the intermittent or strategic
process, or whether the risks can be considered acceptable without
additional risk control measures.

The extended screening process focuses on new and emerging risks,
which are associated with changes in the internal and external contexts
of PPR organizations, see Table 2.A (Appendix). This includes e.g.,
changes in policymaking, legal framework or maritime technologies,
which can result in new hazards from the PPR point of view. The process
requires somewhat more resources than basic screening due to the
complexity of its scope and context, but the decisions to be made are
similar.

The intermittent process addresses accidental oil pollution risks in
more detail, leading to decisions addressing actual changes in the PPR
system, see Table 3.A (Appendix). In particular, its purpose is to support
medium-term decision-making concerning the capacity and organiza-
tion of the current response fleet, and to assess the performance of the
response measures. In this process, decisions typically concern adjust-
ments to existing response measures, e.g., reviewing of operational or
training procedures, or replacing particular equipment or assets, which
require relatively limited resources within available budgets.

The strategic process focuses on obtaining a holistic picture of acci-
dental oil pollution risk in a given sea area for supporting long-term
decision-making related to the capacity and organization of the
response fleet, and to assess the performance of the overall response
system, see Table 4.A (Appendix). Therefore, the associated decisions
can have long-lasting implications to the response fleet or operational
procedures, e.g., commissioning of new response vessels or new equip-
ment types, for which additional budgets may be required. Such a risk
management process is very complex and resource-intensive, as well as
requires extensive analytical expertise and access to a wide variety of
domain experts.

These four risk management processes are also linked to one another.
The basic and extended screening processes are periodically and
continuously performed, with different frequencies, due in part to the
different levels of resources required for their successful execution.
Depending on the results of the risk evaluation stage in these processes,
the risk treatment consists of executing an intermittent or a strategic risk
management process, or just continuing monitoring the risk levels
through the basic screening process. On the contrary, within the inter-
mittent and strategic processes, the risk treatment consists of actual
modifications to the pollution response system. Once these risk mitiga-
tion measures are accomplished, the results of the associated risk as-
sessments are used to update the current risk picture of the basic
screening process, and the overall process starts from the beginning.
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4.2.3. C-3: risk assessment tools for PPR organizations

The third component is focused on providing practical risk assess-
ment tools for different purposes, as needed by the PPR authorities,
depending on the decisions to be made, available resources and other
information needs. Moreover, the component provides guidance for the
authorities to select appropriate tools for their particular risk manage-
ment questions of interest. To this end, the OpenRisk Toolbox is used;
see Table 5.A (Appendix) for tool specifications and associated risk
management questions.

As shown in Table 5.A, this component comprises a set of 23 open-
source risk assessment tools especially for identifying hazards and
analyzing risks of maritime activities. The tools range from simple to
complex. Some of them have a proven track record in maritime risk
management, such as PAWSA, IWRAP Mk II and SeaTrack Web, while
others are more generic, including e.g., Delphi, FRAM and Cost-Benefit
Analysis. Furthermore, the component includes three new tools: Marin
Risk Index, ADSAM C/G and ERC-M, which were developed by the au-
thors in order to close the existing gaps in the current selection. For a
detailed description of the OpenRisk Toolbox, see [28,29].

4.3. Alignment of the PPR risk management framework components

This section describes how the three components of the risk man-
agement framework are aligned with one another, including the RIDM
strategy for PPR organizations. The four-phase alignment process is
shown in Stage IV of Fig. 2.

4.3.1. Phase-1: mental risk models and general risk definition

The first phase is focused on aligning the different mental risk models
of PPR authorities and their stakeholders with the general risk definition
of C-1. The aim is to achieve a common understanding of the risk that
these actors seek to assess and manage.

The RIDM procedures of PPR organizations may involve competent
authorities and several different stakeholder groups, see Tables 1.A-4.A
(Appendix). However, many of them understand the risk concept
differently, and there are also differences on this matter between the
countries. Therefore, in line with the SRA's approach, the general risk
definition is designed to be broad enough to allow these different views
on risk in the context of PPR activities, see Section 4.2.1.

Fig. 3 illustrates the alignment procedure. The general risk definition
of C-1 is used to capture the various mental risk models of PPR au-
thorities and their stakeholders, and to conceptualize them into a shared
mental risk model being inter-subjectively objective. As a result, these
actors can have a broad common understanding about the risk that fa-
cilitates better risk communication and sets the basis for further risk
management.

y o N SN
' R = Possibility of an unfortunate D\ =
(R = occurrence = "
P R0 oo {
| =10 R = Expected loss/s
\\"’\\ R = Bad luck R=SPC —

General risk
definition

Fig. 3. Alignment of different mental risk models with the general risk
description of C-1.
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4.3.2. Phase-2: risk perspectives and organizational risk management
processes

The second phase is addressed to align the risk perspectives of C-1
with the different organizational risk management processes of C-2. The
purpose is to provide appropriate theoretical risk perspectives for each
of the risk management processes.

The C-1 comprises four specific risk perspectives (RP-1 — RP-4) with
respect to general risk definition, see Section 4.2.1. The C-2, on the other
hand, includes four risk management processes: basic screening,
extended screening, intermittent and strategic, which are focused on
different risk management decision-making contexts of PPR organiza-
tions, see Section 4.2.2. Taken into account the definitions of different
risk perspectives and the objectives of four risk management processes,
these two components are aligned with one another as shown in Fig. 4.

Firstly, RP-1 is aligned with the basic screening process, which fo-
cuses on monitoring the evolution of risk levels in maritime activities,
and its deviations from the reference level. Second, RP-2 is used for the
extended screening process, where the focus is mainly on emerging risk
phenomena and future hazards. Third, RP-3 is aligned with the inter-
mittent process, which aims to understand particularly the consequence
aspect of maritime pollution risk. Fourth, RP-4 is used for the strategic
process, which has the purpose of obtaining a holistic understanding
about the risks of maritime activities. As a result, the appropriate
theoretical risk perspectives are provided for the four risk management
processes.

4.3.3. Phase-3: risk metrics/descriptions, risk management processes and
risk assessment tools

The third phase focuses on aligning the risk metrics/descriptions of
C-1 with the different risk management processes of C-2. The aim is to
provide a common basis for measuring the risk across four processes,
while still allowing the different risks aspects to be emphasized. In this
phase, the practical risk assessment tools of C-3 are also included in the
alignment procedure. The purpose is to provide appropriate tools for the
four risk management processes in terms of different risk measurement
aspects and risk assessment steps, namely risk identification, risk anal-
ysis and risk evaluation.

The C-1 contains a risk metrics/description R = {C’, Q, K}, see Sec-
tion 4.2.1. Its purpose is to provide a common basis for measuring the
risk across the basic screening, extended screening, intermittent and
strategic risk management processes. However, depending on the risk
management process, the focus of this triplet's aspects is somewhat
different.

Fig. 5 shows the risk aspects that are emphasized in each risk man-
agement process. Based on the process deceptions in Section 4.2.2, both
screening processes are mainly focused on the uncertainty aspect of risk
(Q), whereas the intermittent process is more on the consequences

General risk
definition
l
RP-1 RP-2 RP-3 RP-4
Basp Extenc?ed Intermittent| ~ Strategic
screening | screening

Fig. 4. Alignment of the risk perspectives of C-1 and risk management pro-
cesses of C-2.
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Fig. 5. Alignment of the risk metrics/description of C-1 and risk management
processes of C-2.

aspect of risk (C'), and the strategic process addresses both consequences
and uncertainties. As regards to the strength of knowledge aspect (K)
that supports C' and Q, it can range from weak to strong in all four
processes.

The C-3 comprises a set of 23 open-source risk assessment tools to
generate information for different risk management questions of PPR
organizations, see Table 5.A. (Appendix). In this phase, there is a further
need to describe the applicability of these tools for the different aspects
of triplet R = {C, Q, K}, as well as for the different ISO 31000:2018
standard based risk assessment steps of the four risk management
processes.

Fig. 1.A (Appendix) illustrates the applicability of C-3-based risk
assessment tools to the different aspects of the triplet. To give some
examples, the colour codes indicate that the AISyRISK (No.1) tool is
strongly applicable (green) for the C'and Q aspects of the triplet, but not
applicable (red) for the K aspect. On the contrary, the SoE (No.20) tool is
not applicable (red) for the C' and Q aspects of the triplet, but strongly
applicable (green) for the K aspect.

Similarly, Figs. 2.A-5.A (Appendix) offer an insight into the appli-
cability of these risk assessment tools in terms of the different ISO
31000:2018 standard based risk assessment steps of the basic screening,
extended screening, intermittent and strategic risk management pro-
cesses. For instance, in the context of the basic screening process, the
AISyRISK tool is applicable for the risk identification, strongly appli-
cable for the risk analysis, but not applicable for the risk evaluation.
However, for that purpose, tools such as SoE and ALARP (No. 22) can be
used to accomplish the risk assessment within this process.

Consequently, this phase has provided a common basis for measuring
the risk within the four risk management processes. The approach can
also be used to highlight the different aspects of risk measurement as
needed. In addition, it has provided proper risk assessment tools to the
four risk management processes. Depending on the applicability of the
tools, these can be used to measure the different aspects of risk and to
cover the ISO 31000.2018 standard based risk assessment steps.

4.3.4. Phase-4: risk assessment results and decision-making in PPR
organization

The fourth phase is addressed to align the results of C-3-based risk
assessment tools with the decisions to be made in PPR organizations. To
comply with the RIDM strategy, the aim of this phase is twofold: i) to
communicate the results of risk assessment and its quality aspects
transparently, and ii) to set these results into a wider decision-making
context as appropriate, see Section 2.1. The alignment procedure is
illustrated in Fig. 6.

The C-3-based risk assessment tools can be used to cover all aspects
of the risk metrics/description of C-1 as well as the different risk
assessment steps of the basic screening, extended screening, intermittent
and strategic risk management processes of C-2, see Section 4.3.3. The
first objective of the final phase is thus to communicate the results of
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Fig. 6. Alignment of the risk assessment results of C-3 with decisions to be
made in the PPR organization.

these risk assessment tools to the persons involved in RIDM procedures
of PPR organizations. The focus here is on the K aspect of triplet R = {C’,
Q, K}, in particular. To clarify this, the aim is to describe also the un-
certainties with respect to the risk assessment results to the decision-
makers and stakeholders of PPR organizations, which are defined in
Tables 1.A-4.A (Appendix). For this purpose, the SoE tool can be used to
describe the strength of knowledge concerning the risk assessment re-
sults, whereas the Delphi (No.3) tool is applicable for describing the
potential for surprises relative to the knowledge. Furthermore, by using
e.g., the RM-PCDS (No.21) tool the risk-related information can be
summarized and visualized in a way that is easy to understand for the
non-experts as well.

The C-2-based processes for PPR organizations are focused on
different risk management decision-making contexts of this field. Ta-
bles 1.A-4.A (Appendix) describe the type of decisions, the key stake-
holder groups and the regulatory criteria for each of the processes. As
the second objective of this final phase is to consider the risk assessment
results and its quality aspects in a wider decision-making context as
appropriate, the information of these tables can be used as a reference.
For example, in the basic screening process the decisions are restricted to
whether or not further risk management processes need to be executed.
Such a decision is typically made by the PPR authorities only, and its
impact is limited to the internal context of their organization. On the
contrary, in the strategic process the decisions include risk treatment
options, such as investments on a new response fleet, which may require
remarkable financial investments. Decisions of this type are usually
made in cooperation with other authorities and high-level policymakers,
and their impact may also affect the external context of the PPR orga-
nization. Simultaneously, the other concerns become ever more relevant
in order to make good decisions on the matter in hand.

To conclude, this phase has provided a RIDM based procedure for
how to communicate the risk assessment results and its quality aspects
to the decision-makers. This procedure provides also a guidance
regarding the impact level of different types of decisions and stake-
holders involvement.

5. Baltic sea case study
5.1. Establishing the context

The aim of this Baltic Sea case study is to demonstrate the practical
functionality of the new PPR risk management framework. For this
purpose, the basic screening and intermittent risk management pro-
cesses of C-2 are used as an example, including the associated risk per-
spectives and risk metrics/description of C-1, and selected applicable
risk assessment tools of C-3.

From the spatial point of view, the case study covers the sea areas of
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the Gulf of Finland and the Archipelago Sea. These sub-areas of the
Baltic Sea are selected as illustrative sites for the study due to the
availability of sufficient information and data.

The key criteria for evaluating the response performance in the case
study area are medium-sized and large-scale oil pollution accidents as
well as the associated response time limits, derived from HELCOM
Recommendations 28E/12 [95] and 31/1 [96]. These recommendations
are used for this purpose, as all the countries in the Baltic Sea region are
contracting parties of the Helsinki Convention.

In this context, the Baltic Sea case study is focused on following the
risk management questions of Table 5.A (Appendix):

. Where are the historic accident risks in the sea area?

. What kinds of hazards occur in the sea area?

. How big can oil spills get in a collision or grounding accident?

. What is the effect of oil evaporation and its dissolution with
water?

. Where does the oil drift to in the sea area?

. What are the consequences of an accidental oil spill with or
without response measures?

. What accident scenarios are likely?

. How much evidence is there for the elements in the risk analysis?

. What is the risk level in different scenarios?

10. Are the risks acceptable?

)] A WN =
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The main limit of this Baltic Sea case study is the lack of Vessel
Traffic Service (VTS) incident reports of the Russian Federation and the
east coast of Sweden. In addition, the Automatic Identification System
(AIS) data for the basic screening process covers only a short time
period. Both of these limits lead to certain restrictions with respect to the
quality aspects of case study results.

5.2. Tools, procedure and material

The Baltic Sea case study provides a demonstration on the nine
different risk assessment tools of C-3. To execute the risk assessment of
the basic screening process, first the MarinRisk (No.2) tool is applied,
which is strongly applicable for the uncertainty measure Q of the triplet
R ={C, Q K}, as indicated in Fig. 1.A (Appendix). Second, this process
is continued with the SoE (No.20) tool focusing on the strength of
knowledge K aspect of the triplet. Fig. 2.A (Appendix) shows how the
MarinRisk tool is applicable to cover each step of the ISO 31000:2018
based risk assessment processes, whereas the SoE tool can be used only
for the risk analysis.

In the context of the intermittent process, ERC-M (No.7), ADSAM C/
G (No.8), ADIOS (No.9), SpillMod (No.11), POLSCALE (No.14), SoE
(No.20), RM-PCDS (No.21) and ALARP (No.22) tools are applied for the
associated risk assessment. Most of these tools are applicable for
measuring the consequence aspect C of the triplet, while some of them
are applicable for measuring the uncertainty aspect Q or the strength of
knowledge aspect K of the triplet, see Fig. 1.A (Appendix). Together,
these eight different risk assessment tools are also able to cover all steps
of the ISO 31000:2018 standard based risk assessment process in this
context, see Fig. 4.A (Appendix).

Fig. 7 illustrates the procedure applied to this Baltic Sea case study. It
shows how the nine different risk assessment tools are used in a logical
sequence, where an output of one tool is used as an input for another tool
until results are provided for all risk management questions. In the
context of the basic screening process, the results of risk assessment are
used to support the decision of whether or not further risk management
processes need to be executed. In the intermittent process these are used
for the risk-informed decision of whether actual changes are needed in
the PPR systems as risk treatment. When selecting the tools for different
risk management questions, Table 5.A (Appendix) has been used as
guidance.

The data used in this Baltic Sea case study consists of various
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Fig. 7. Overview of the Baltic Sea case study description (Q-1 - Q-10 = risk
management questions, RI = risk identification, RA = risk analysis, RE =

risk evaluation).

different data sources focused on the northern Baltic Sea region. This
includes e.g., VTS incident reports and accident statistics from 2014 to
2016, meteo-oceanographic data from 2000, and expert judgments of

the Finnish Environment Institute and Finnish Border Guard.

The next two sections outline the results of the Baltic Sea case study,
and how these are used to support decision-making in the context of
selected risk management processes. Table 2 provides a summary of this

case study, including the key results.

Table 2
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Context, risk aspects and descriptions, key results and associated decisions of the

Baltic Sea case study.

Context

Risk
aspects

Key results & decisions

Basic screening process
Q-1: Where are the historic
accident risks in the sea area?

Q-8: How much evidence is there
for the elements in the risk
analysis?

Decision

Intermittent process

Risk identification

Q-2: What kinds of hazards occur
in the sea area?

Risk analysis
Q-3: How big can oil spills get in a
collision or grounding accident?

Q-4: What is the effect of oil
evaporation and its dissolution
with water?

Q-5: Where does the oil drift to in
the sea area?

Q-6: What are the consequences of

accidental oil spill with or
without response measures?

Q-7: What accident scenarios are
likely?

Q-8: How much evidence is there
for the elements in the risk
analysis?

c,Q

K

c,Q

c

Q

K

The level of historic accident risk
for ship-to-ship collision was
higher in the Helsinki-Tallinn sea
area and off the coast of St.
Petersburg compared to the rest of
the Gulf of Finland (Fig. 6.A
Appendix).

The SoE ranking was weak
strength of evidence for both C’
and Q aspects, as e.g., the amount
of AIS data was very limited.
Execute the intermittent process as
risk treatment

Five high incident density sea
areas were identified in the case
study area (Fig. 7.A Appendix).
The main hazard to the marine
environment in this context was
the potential collision or
grounding accidents of crude oil
and oil product tankers.

Ten accident scenarios were
defined for the case study area
focusing on medium-sized and
large-scale oil pollution accidents.

Depending on the scenario, the
results range from a 150-t gasoline
spill to a 20,000-t light-medium
crude oil spill.

Results were provided for each of
the ten scenarios on how the
marine environmental factors
could affect the magnitude of the
oil spill over the three days
following the accident.

Depending on the scenario, the
propagation of oil ranges from
regional to international
dimensions. In the worst-case
scenario, the light-medium crude
oil was propagated extensively in
the Gulf of Finland despite oil
evaporation and its dissolution
with water.

Without response measures (i.e.,
baseline), the consequences could
be catastrophic for the marine
environment in some of the
scenarios (Table 6.A Appendix). In
contrast, with response measures
these consequences could be
limited to some extent. However,
in the large-scale diesel oil or light
crude oil accident scenarios the
consequences could still be
serious.

The frequency of oil tanker
incidents was highest in the
Helsinki-Tallinn sea area, and the
high-risk events were also focused
on the same sea area (Fig. 8.A
Appendix). In contrast, for both
calculations the lowest values were
recorded in the sea area off Turku.
For the baseline option, the SoE
ranking was medium-strong for
both C and Q aspects, whereas for
the response option the

(continued on next page)
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Table 2 (continued)

Context Risk Key results & decisions
aspects
corresponding rankings were
medium-strong or medium (
Table 7.A Appendix).
Risk evaluation
Q-9: What is the risk level in ¢,Q,K Visual representation of the risk

different scenarios? assessment results was provided,
including all aspects of the triplet
R = {C, Q, K}. This was made for
both the baseline and response
options (Fig. 9.A Appendix).
Q-10: Are the risks acceptable? - Despite the response measures, the
Decision residual risk in large-scale diesel
oil and light crude oil spills was
still considered unacceptable.
Adjustments to current response

system as risk treatment

5.3. Basic screening risk management process

The basic screening risk management process focuses on monitoring
the evolution of risk levels in maritime activities, and its deviations from
the reference level. The process is based on the risk perspective (RP-1),
where risk is defined as the deviation from a reference value of maritime
incidents and associated uncertainties.

As noted in Section 4.2.2, the results of the basic screening process
are used to support the decision of whether or not further risk man-
agement processes need to be executed. The criteria applied for this
purpose are derived from the HELCOM Recommendations 28E/12 [95]
and 31/1 [96], which may also be implemented into the national Oil
Spill Contingency Plan. The aim is thus to consider the risk assessment
results, its quality aspects and the criteria when deciding, whether
additional action is required. As indicated in Table 1.A (Appendix), the
PPR authorities may take such a decision without further consultation
and communication with the stakeholders.

5.3.1. Results of the basic screening process

In the context of the basic screening process, the risk was assessed for
the Gulf of Finland focusing on Q-1. To address this question, the Mar-
inRisk tool [75] was applied for screening the average ship-to-ship
collision frequencies in the sea area. This stage is discussed at length
by Koldenhof et al. [97], with the main conclusion being that the level of
historic accident risk is higher in the Helsinki-Tallinn sea area and off
the coast of St. Petersburg compared to the rest of the Gulf of Finland,
see Fig. 6.A (Appendix).

To analyze the strength of knowledge aspect regarding the previous
stage results, the state-of-the-art SoE scheme was applied for Q-8. The
tool is applicable for assessing the uncertainties in the evidence base of
the risk analysis [92]. For this purpose, the data sources, methodology
and the MarinRisk tool outcomes were used as input materials. Based on
the results, the SoE ranking is weak strength of evidence mainly due to the
use of very limited AIS data. Moreover, it should be noted that Mar-
inRisk tool addresses only the risks associated to ship-to-ship collision
accidents. In other words, its capability for assessing the accidental oil
pollution risk as a whole is very limited.

Taking into account the risk assessment results, quality, limitations
and criteria, it was decided in this case study to carry out the intermit-
tent process to obtain more detailed risk-related information on the
entire case study area, in particular on the consequence aspect of risk.
Such information can also provide better understanding for the PPR
authorities, whether they are able to comply with the HELCOM
recommendations.
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5.4. Intermittent risk management process

The intermittent risk management process aims to understand
particularly the consequence aspect of maritime pollution risk. The
process is based on the risk perspective (RP-2), where risk is defined as
the consequences of the maritime activities and associated uncertainties.

The results of the intermittent process are used to support the deci-
sion whether actual changes are needed in the PPR systems as risk
treatment. The decision-making principles in this context are similar to
the basic screening processes, except that it is also necessary to consult
at least the maritime safety authorities during the process execution, see
Table 3.A (Annex).

5.4.1. Risk identification

In the context of the intermittent process, the risk identification stage
focused on Q-2. In the study of Laine et al. [80], the question was first
addressed with the Kernel spatial density analysis tool to identify high
incident density sea areas in the Gulf of Finland and the Archipelago Sea.
Thereafter, the ERC-M tool was applied to obtain more detailed infor-
mation about the risk of environmental damage in these sea areas
resulting from maritime activities.

The results of spatial analysis showed that there are five high inci-
dent density sea areas in the case study area, see Fig. 7.A (Appendix).
Furthermore, the results of ERC-M indicated that the risk of environ-
mental damage has been the highest in potential collision or grounding
events of crude oil and oil product tankers.

Based on the results and associated data sources, ten oil tanker ac-
cident scenarios were defined, focusing on five high incident density sea
areas. To comply with the HELCOM 28E/12 Recommendation [95], the
scenarios represented both the medium-sized and large-scale oil pollu-
tion accidents.

5.4.2. Risk analysis

In the risk analysis stage, the ten oil tanker accident scenarios were
used as a basis for measuring the consequences (C), the uncertainties (Q)
as well as the strength of evidence with respect to risk assessment results
(K).

For analyzing the consequence aspect, the ADSAM C/G was applied
for Q-3, as the tool is designed in particular for analyzing the conse-
quences of collision and grounding accidents involving tankers [81].
The results provided an estimate for each of the ten scenarios on the
magnitude of expected oil spill [72]. To comply with the HELCOM
Recommendation 31/1 [96], these results were next used as a basis for
estimating the severity of consequences over a three-day period, should
the scenarios be materialized. First, a widely applied ADIOS tool from
the NOAA [82] was used for Q-4 to estimate the effect of environmental
factors on the magnitude of oil spills in the set time period. Second, these
estimations were used to support oil spill drift calculations in Q-5, which
were made with the SpillMod tool, introduced by Ivchenko [84]. As a
result, modelled predictions were provided for each of the ten scenarios
on how the oil could propagate at the case study sea area in the set time
period, see [72,98]. Third, the EU-recommended POLSCALE [87] was
adopted for Q-6. With the support of this tool and the outcomes of Q-3 —
Q-5, the Finnish response authorities estimated the severity of conse-
quences in each scenario and for two different options: i) where no
response measures are executed (baseline), and ii) where response
measures are executed, see Table 6.A (Appendix). The purpose of these
options was to describe the effectiveness of HELCOM countries' response
measures as a control for risk mitigation.

The analysis of the uncertainty focused on Q-7. The question was
addressed through calculating the frequency of tanker incidents per
year, which aligns with an aleatory interpretation of uncertainty. The
equation used for this purpose was:

NnY = Nti/Y7

where N;;Y is the number of tanker incidents per year, Ny; the number
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of tanker incidents in the specific high incident density sea area during
the period 2014-2016, and Y is the total number of years [72].
Furthermore, the ERC-M tool was applied at this step to describe the risk
level of environmental damage in these incidents. The key results are
shown in Fig. 8.A (Appendix).

To analyze the strength of knowledge aspect and epistemic interpre-
tation of uncertainty, the SoE scheme was applied for Q-8. For this
purpose, the information, data, tools and the outcomes of Q-2 - Q-7 were
used as an input material. The results are shown in Table 7.A (Appen-
dix), which indicate the SoE ranking for both baseline and response
options [72].Overall, the strength of knowledge is weaker in the
response option, as the uncertainty increases when response operations
are included in the assessment.

5.4.3. Risk evaluation

The final stage of the intermittent process-based risk assessment
focused on risk evaluation. To support the visual communication, the
outcomes of Q-6, Q-7 and Q-8 were first summarized with the RM- PCDS
[13] tool in order to answer Q-9. In line with the proposal of Paté-
Cornell [99], the results provided a holistic risk picture addressing the
risk of accidental oil pollution in the case study area [72]. As indicated
in Fig. 9.A (Appendix), the description was made for both baseline and
response alternatives.

Thereafter, a widely applied ALARP [93] tool was adopted as a
guiding principle for Q-10. The results suggested that despite the
effective response measures, the residual risk in large-scale diesel oil or
light crude oil spills in particular is still not acceptable [72].

Based on the risk management framework description, in the next
stage of the intermittent process it should be thus decided if additional
risk mitigation measures will be implemented to the current PPR system.
The decision on this matter should take into account the risk assessment
results, quality and limitations. Moreover, it should address the HEL-
COM criteria focusing on the response time limits and the capability to
manage different size and types of oil spills. Overall, in this process the
consideration should be more comprehensive compared to the basic
screening process, while involving also the key maritime stakeholder
groups.

6. Discussion
6.1. Review on the PPR risk management framework

The main objective of the new risk management framework for PPR
organizations was to address the shortcomings of joint European risk
assessments within this field. These included e.g., incoherencies in the
conceptual and methodological basis of the tools used in the risk as-
sessments, lack of systematic and harmonized approaches for different
decision-making contexts, and challenges in implementing the risk
assessment results, as noted in Section 3.2.1. In this respect, the
fundamental question is whether the proposed approach in this paper is
appropriate for this purpose.

A key feature in addressing these shortcomings was the strong
commitment of the competent authorities and other maritime stake-
holders to the risk management framework development process
through workshops, questionnaires and e-mail inquiries. The chosen
approach proved to be essential for understanding the complexity of this
field and achieving the set objective. On the one hand, it revealed the
mixture of various risk concepts, decision-making contexts and risk-
related information needs in the European PPR risk management,
which turned out to be the root causes of the identified problems. On the
other hand, it also paved the way to address and find solutions to these
problems while leading to the consensus on the proposed framework
approach. Even though the importance of deliberating the risk per-
spectives, risk management decision-making contexts and associated
information needs has been strongly emphasized by e.g., Goerlandt and
Montewka [11], Aven [32], and Lathrop and Ezell [36], the diversity in
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this context had neither been recognized nor considered in the previous
works of this field.

Through recognizing the reality of European PPR risk management
and coping with it, in this paper an innovative framework approach has
been introduced. The framework is based on the RIDM strategy while
including three aligned state-of-the-art components focusing on i)
theoretical risk-conceptual basis, ii) organizational risk management
processes, and iii) practical risk assessment tools. Based on the feedback
from the competent authorities and other maritime stakeholders, the
proposed framework is useful and flexible enough to consider the
various needs of its end-users, while still complying with the set objec-
tive. Therefore, it can be argued that the work has provided a valuable
contribution to this field.

6.2. Theoretical risk concept of the framework

The first component focused on providing a sound risk-conceptual
basis for the PPR risk management framework. Its main purpose was
to harmonize the mixture of multiple risk concepts of this field, the
problem of which concerns not only the mental risk models of the
competent authorities and their stakeholders, but also the tools used for
the risk assessment. To overcome this issue, the SRA's risk approach was
adopted due to its flexibility and state-of-the-art risk-conceptual
thinking. Based on the literature review, it was considered to be the best
option in this matter, as it was not realistic to develop one unified risk
concept to this field, nor did it seem to be even necessary.

As indicated in this paper, the SRA's risk approach can be customized
to the context of PPR risk management, and it was proved to be useful
and adequate to achieve the set objectives. More specifically, an inter-
pretation of the SRA's general risk description can be used to provide a
broad common understanding of the risk that PPR authorities and their
stakeholders seek to assess and manage, while its different risk per-
spectives can be applied as a theoretical basis for the specific risk
management decision-making context. In addition, the SRA's risk met-
rics/description R = {C, Q, K} can be used to provide a common base for
measuring the risk, while still leaving room for emphasizing the specific
aspects of risk. In this respect, the paper has provided support to this
novel risk approach of the SRA.

6.3. Risk management processes of the framework

The second component addressed the different risk management
decision-making contexts of PPR organizations, as these range from
short-term screening to long-term strategic planning. Based on discus-
sions with the competent authorities and other maritime stakeholders,
the ISO 31000:2018 standard was applied and concretized for the PPR
risk management purposes. The works of Neves et al. [3] and Landquist
et al. [17] as well as the recommendations of COWI [57] also supported
the solution.

The ISO 31000:2018 standard proved to be a useful and suitable
approach for the PPR risk management, as it was flexible in accounting
for specific organizational needs as well as strengthening the link be-
tween risk assessment and risk management. Following on the stan-
dard's approach, four interlinked risk management processes were
established: basic screening, extended screening, intermittent and stra-
tegic. The aim of these processes was to consider e.g., the different risk
management decision-making contexts, available resources as well as
the internal and external context of PPR organizations. Importantly, it
was also possible to link different risk assessment tools into these four
processes in a way that all standard-based risk assessment steps can be
covered.

Compared to the works of Neves et al. [3] and Landquist et al. [17],
this paper has thus extended the use of the ISO 31000:2018 standard in
the context of maritime PPR risk management. As noted above, it has
been used to consider the various interests of PPR organizations in terms
of risk management and associated information needs. Such topics are
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beyond the scope of previous works, even though the differences in e.g.,
decision-making contexts could be large, and a specific result is needed
to support different types of decisions, see [32].

Furthermore, in this paper the standard's risk concept “the effect of
uncertainty on objectives” has been replaced and extended with the state-
of-the-art SRA-based approach, as noted in Section 6.2. In this respect,
the paper contributes also to the need for strengthening the scientific
foundations of the current risk management standards and the adapta-
tion of the scientific knowledge into practical risk management tasks of
organizations. Such attempts are strongly encouraged e.g., in the recent
study of Aven and Ylonen [59].

6.4. Risk assessment tools of the framework

The third component aimed to provide proper risk assessment tools
for the different risk management questions of the PPR authorities. It
was made through an extensive literature review and in cooperation
with the earlier noted stakeholders. When selecting and developing the
tools for this purpose, it was also emphasized that these need to cover all
steps of the ISO 31000:2018 standard risk assessment process within the
four PPR risk management processes, as well as the different risk aspects
of the triplet R = {C/, Q, K}.

To understand the PPR authorities' needs for risk assessment and
make them familiar with the tools used for this purpose, several work-
shops were organized. As a result, a great deal of valuable information
was received for the toolbox development task. In the workshops, some
of the risk assessment tools were e.g., evaluated in terms of their prac-
tical usability [28]. The results indicated that among the end-users the
automated applications such as AISyRisk, MarinRisk and IWRAP Mk II
received rather high support, ADSAM-C/G, NG-SRW and ERC-M more
mixed support, and FRAM only little support. In general, these tools
were considered to be relatively easy to understand and use, but the
availability of data to apply them varied significantly between the PPR
organizations of different countries.

The workshops also showed that in the future more risk assessment
tools should be added to this component, focusing on new and emerging
risks in maritime transportation as well as spills of hazardous noxious
substances (HNS). Interestingly, there is some evidence that new non-
linear tools are the most appropriate to the former [22], although the
FRAM received only little support among the competent authorities.
Such a paradox could be an attractive topic to address in more detail,
including the applicability of different tools for assessing the future
hazards and associated risks. In addition, the future research in this
context could include further testing of risk assessment tools within
organizational settings, focusing in particular on the validation prob-
lems, see [47].

6.5. General review on the Baltic Sea case study

The objective of the Baltic Sea case study was to demonstrate the
practical functionality of the new PPR risk management framework
through the basic screening and intermittent risk management pro-
cesses. To this end, nine different risk assessment tools were used with
integrated data from the northern Baltic Sea region.

Firstly, the case study showed how the selected risk assessment tools
can be used to describe the risk perspectives of the basic screening and
intermittent processes, including the associated risk measurements. In
the basic screening process, the MarinRisk tool was applied to monitor
and measure the evolution of the risk levels of maritime activities and its
deviations from the reference level, with an explicit focus on the Q
aspect of the triplet R = {C, Q, K}. Additionally, the SoE tool was
adopted for assessing the strength of evidence aspect K in this context. In
the intermittent process, ERC-M, ADSAM C/G, ADIOS, SpillMod,
POLSCALE, SoE, RM-PCDS and ALARP tools were used to understand
and measure the consequence aspect of maritime pollution risk, while
specifically addressing the C aspect of the triplet.
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Second, the case study indicated how the results of basic screening
and intermittent processes can be used to support decisions about the
different risk treatment options. More specifically, the results of basic
screening showed that the risk level of maritime activities was higher in
the Helsinki-Tallinn sea area and off the coast of St. Petersburg
compared to the reference level. Therefore, it was decided to execute the
intermittent process as risk treatment. Following this, the results of the
intermittent process showed that, despite effective response measures,
the residual risk in large-scale diesel oil and light crude oil spills was still
unacceptable. Therefore, it was decided to recommend adjustments to
the current response system and tactics as risk treatment.

Third, the case study showed the usefulness of measuring all risk
aspects of the triplet R = {C, Q, K}. For example, in the sea area off the
coast of the Hanko Peninsula the oil tanker incident frequencies were
rather low compared to many other sea areas in the Gulf of Finland and
Archipelago Sea, see Area 3 in Fig. 8.A (Appendix). However, if the
defined accidental oil spill scenarios would be materialized one day, the
consequences within this sea area could be one of the worst, see e.g.,
scenario 6 in Table 6.A (Appendix). A detailed assessment of the risk's
consequence aspect also revealed that the worst scenarios in the case
study area are associated with the accidental large-scale diesel oil or
light crude oil spills. This information was instrumental for the
competent authorities, as the current response systems and tactics are
focused on minimizing the consequences of crude oil spills.

Fourth, the PPR authorities found the strength of evidence assess-
ment to be interesting and useful, as this had not been consistently
considered before. For example, in situations where the risk level of
different scenarios is the same, the SoE aspect can be of help to prioritize
the risk mitigation measures [12]. In the literature, however, this
approach has been a subject of dispute. While some authors claim that
such qualitative assessments are done based on crudely defined scoring
criteria that limits the practical application [100], others view it as a
significant step forward in the risk field [43,47,92]. It should also be
noted that the PPR authorities supported strongly the use of the RM-
PCDS tool for summarizing and visualizing the results of risk measure-
ment, including the strength of evidence aspect. Based on their feed-
back, the RM-PCDS based description was clear and easy to understand.

Fifth, based on the feedback from the competent authorities and
other maritime stakeholders, the Baltic Sea case study achieved its ob-
jectives. The results helped to understand the functioning of the new risk
management framework, and contributed also to good and open dis-
cussions. These provided authors with new perspectives on the risk
assessment results, while the authorities received useful and up to date
information on the risk of accidental oil spills. Hence, the risk-related
knowledge on the matter in hand was increased, which is one of the
key objectives in RIDM strategy.

Finally, it would still be necessary to carry out an additional case
study in the future, where the here presented results are compared to the
BRISK and BRISK-RU results that have been strongly criticized, see
Section 3.2.1. In this way, it could be possible to analyze the strengths
and weaknesses of the new PPR risk management framework in more
detail. Such case study should address particularly, how the adoption of
RIDM strategy and uncertainty based risk concepts affects risk
communication, when the current RBDM based approaches are used as a
reference.

6.6. Limitations

Even though a number of PPR authorities and other maritime
stakeholders were strongly committed to the risk management frame-
work development process, the main limitation of this study is the fact
that the response and maritime safety organizations of several European
countries did not participate in this work due to e.g., limited resources,
lack of interest or political issues. Based on the authors' experiences from
the EU-OpenRisk project, those who were active in this process also had
a general interest in risk-related topics. However, such persons may not
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constitute a representative sample of the framework's end-users. More-
over, the coastal communities were not involved in the framework
development and formulation, which could mean that important infor-
mation was missing from its development process. Therefore, the results
described in this paper could be somewhat biased.

Another significant limitation of this study is the lack of validation of
the framework, as it has not yet been tested nor implemented in any PPR
organizations. As such, it is still unknown to what extent the framework
can actually resolve the problems for which it was developed, and
whether the competent authorities are really willing to use it instead of
resorting to expensive BRISK and BRISK-RU types of approaches. Such
questions remain open for the time being, but should be addressed in the
future.

7. Conclusions

In this paper, a new risk management framework has been intro-
duced for the maritime PPR organizations to alleviate the limits of
existing approaches. The framework is based on the RIDM strategy while
consisting of three components.

The first component focuses on providing a unified theoretical risk
concept to the framework through an interpretation of the SRA's risk
approach, including one general risk definition, four different risk per-
spectives and an overall metrics/description. The second consists of four
ISO 31000:2018 standard based processes: basic screening, extended
screening, intermittent, and strategic, which addresses the different risk
management decision-making contexts of the PPR organizations. The
third comprises a set of 23 practical risk assessment tools to generate the
information that is needed. Within the framework, these three compo-
nents are also aligned with one another in accordance with the RIDM
approach and through a four-phase process.

The risk management framework has also been applied for the Baltic
Sea case study to demonstrate its practical functionality. For this pur-
pose, the basic screening and intermittent risk management processes
were used as an example, including the associated risk perspectives and
risk metrics/description. The risk assessment part of these processes was
performed through nine different tools of the associated component by
using the data from the northern Baltic Sea region. The results indicated
the functionality of the framework while providing the competent au-
thorities with new information, in particular on the risks of large-scale
diesel oil and light crude oil spills. Based on the feedback from the
PPR authorities, both the risk management framework and the Baltic Sea
case study achieved the set objectives.

The main conclusions of this work are as follows. Firstly, in the
context of PPR risk management there is a great mixture of different risk
concepts, decision-making contexts and risk-related information needs.
This has neither been recognized nor addressed in previous studies,
although the importance of associated topics has been emphasized in the
scientific literature and professional context. Second, to comply with the
reality of risk management of this field, flexible approaches are needed.
To this end, the RIDM has proved to be a proper strategy, while the SRA's
approach is applicable to consider the different risk concepts and the ISO
31000:2018 standard the risk management decision-making contexts of
this field. In addition, a set of different risk assessment tools is necessary
to address the various risk-related information needs. Third, it seems to
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Characteristics of the PPR risk management processes: basic screening.
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be unnecessary to have one specific risk definition, at least for the PPR
activities. The results of this work support the SRA-based risk approach
which includes a broad risk definition and allows different perspectives
on risk, while making a sharp distinction between qualitative definitions
and associated measurements.

Recalling the main limitations of this paper, future work should
address general knowledge and interest in risk-related topics in the
context of maritime PPR risk management, including the level of
deployment on risk assessment results. A need was also recognized for
developing methods and practices to validate risk assessment results, as
well as to test the risk management framework and its tools in practical
settings. The testing could be done through a case study, for example,
where the BRISK an BRISK-RU results are compared to the here pre-
sented framework results. Based on the feedback from the stakeholders,
integrated software tools are also needed for executing the risk assess-
ments fluently, as well as new tools to assess the risks of HNS spills and
new emerging risks in maritime transportation. To evaluate whether risk
is acceptable or not seems to be often the most challenging part of the
risk assessment process, and thus more guidance and good principles
should be developed for this purpose as well.

List of acronyms

C-1 component for theoretical risk concept

C-2 component for organizational risk management processes
C-3 component for practical risk assessment tools

FSA Formal safety assessment

IMO International Maritime Organization

ISO 31000 International Standard ISO 31000:2018 “Risk management
— Guidelines”

PPR pollution preparedness and response

RBDM  risk-based decision-making

RIDM risk-informed decision-making

RP-1 Risk perspective: Deviation from a reference value of
maritime casualties and associated uncertainties

RP-2 Risk perspective: Occurrences of some specified consequences
of the maritime activities and associated uncertainties

RP-3 Risk perspective: Consequences of the maritime activities and
associated uncertainties

RP-4 Risk perspective: Uncertainty about and severity of the
consequences of maritime activities with respect to
environmental values and ecosystem services

SRA Society for Risk Analysis
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Basic screening risk management process

Aim and purpose
Type of decisions
Criteria

14

Monitoring the evolution of risk levels of shipping activities in sea areas based on historic data.
Determining whether or not further risk management processes (typically extended screening or intermittent, possibly also strategic) need to be executed.
0Oil Spill Contingency Plan (national standard operational procedures)

(continued on next page)
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Table 1.A (continued)
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Basic screening risk management process

Periodicity
Decision-makers
Typical stakeholders
Required resources

Required competences

Periodic and relatively frequent, e.g., annually or in conjunction with planned regional coordination meetings between PPR authorities.
PPR authorities

Regional response secretariats, maritime administrations

Low: analysis of historic data can be automated, reporting requires little effort, and very limited financial or staff commitment is needed.
Low: familiarity with setting up the tool and how to interpret it is needed.

Table 2.A

Characteristics of the PPR risk management processes: extended screening.

Extended screening risk management process

Aim and purpose

Type of decisions
Criteria

Periodicity
Decision-makers
Typical stakeholders

Required resources

Required
competences

Anticipating the evolution of risk levels of shipping activities in sea areas based on the evolution of historic risk levels, as well as by systematically
investigating changes in the external and internal context which may lead to future changes in risk levels, or lead to new and emerging risks.
Determining whether or not further risk management processes (typically strategic, possibly also intermittent) need to be executed.

0Oil Spill Contingency Plan (national standard operational procedures)

Periodic, but relatively infrequent, e.g., every three to five years, or ad hoc depending on the findings of the basic screening process.

PPR authorities

Regional response secretariats, maritime administrations, vessel traffic services, shipping companies, seafarer representative organizations, pilot
organizations, maritime industry cluster, voluntary response organizations

Medium: analysis of historic data can be automated, but the systematic stakeholder consultation processes, especially the risk identification and analysis,
require moderate resource commitments (time, funds and personnel), and reporting is more extensive.

Low-medium: familiarity with using qualitative or semi-qualitative tools and how to interpret the results is needed.

Table 3.A

Characteristics of the PPR risk management processes: intermittent.

Intermittent risk management process

Aim and purpose
Type of decisions

Criteria

Periodicity
Decision-makers
Typical stakeholders
Required resources

Required
competences

Understanding the pollution risks of shipping activities in sea areas, i.e., where and what kinds of accidents are likely to happen, what would the possible oil
spills from those be, where would oil spills drift to, what would be the effects on marine and coastal areas, and how effective is the response to those risks.
Determining whether adjustments in the preparedness planning or response organization is needed, typically limited to relatively small investments to the
fleet or improvements to operational procedures, within already available budgets.

0Oil Spill Contingency Plan (international cooperation manuals)

Ad hoc, or based on the outcome of the screening risk management process.

PPR and maritime safety authorities

Regional response secretariats, maritime administrations, vessel traffic services, voluntary response organizations.

Medium: some tools allow a certain level of automation, and while most tools require little resource commitment, the value of the process comes from
applying several tools in sequence. Information gathering and processing requires moderate resource commitments (time, funds, personnel), and reporting is
more extensive.

Medium: experience with the toolbox for the intermittent process is required in terms of execution and interpretation.

Table 4.A

Characteristics of the PPR risk management processes: strategic.

Strategic risk management process

Aim and purpose

Type of decisions

Criteria

Periodicity
Decision-makers
Typical stakeholders

Required resources

Required
competences

Obtaining a holistic understanding about the pollution risks of shipping and other marine activities in sea areas, i.e., where and what kinds of accidents are
likely to happen, what would the possible oil spills from those be, where would oil spills drift to, what would be the effects on marine and coastal areas, and
how effective is the response to those risks.

Determining whether changes in preparedness planning, response organization or traffic organization are needed in light of risks typically associated with
major developments in the maritime transportation system. These changes may include large-scale investments in infrastructure or equipment, with possibly
vast funding requirements exceeding available operational budgets.

Oil Spill Contingency Plan (international cooperation agreements and recommendations)

Ad hoc, or based on the outcome of the screening risk management process (typically the extended screening process).

PPR authorities, maritime administrations, ministries

Regional response secretariats, vessel traffic services, shipping companies, seafarer representative organizations, pilot organizations, maritime industry
cluster, voluntary response organizations.

High: all risk management stages require relatively high resources (time, funds, personnel), especially the establishment of the context, the risk analysis and
the cost-benefit analysis. Much data needs to be gathered from various sources, extensive expert consultations may be required, and often several simulations
using different models need to be performed and integrated. Moreover, an extensive reporting is needed.

High: specialized knowledge of and expertise with risk analysis tools and processes are needed; typically this process is executed by external consultants.
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Table 5.A
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Risk assessment tools of the third risk management framework component: tool specifications and associated risk management questions.

No Tool specifications Risk management questions
1 ID: AISyRisk [74] o Where are the historic accident risks in the sea area?
Name: AISyRisk e How do the risks develop over time?
2 ID: MarinRisk [75] e Where are the historic accident risks in the sea area?
Name: MarinRisk Index e How do the risks develop over time?
3 ID: Delphi [76] e What kinds of future hazards should be considered?
Name: Delphi Method e What are the associated risk levels?
e What is the potential for surprises relative to the knowledge on risk?
4 ID: RiskData Hub [77] o Where are the historic accident risks in the sea area?
Name: RiskData Hub e How do the risks develop over time?
5 ID: IWRAP MKk II [78] e What is the accident likelihood in different sea areas?
Name: IALA Waterway Risk Assessment Programme e What accident scenarios are likely?
e What is the effect of different risk control options on the risk level?
6 ID: PAWSA [79] e How important are different waterway factors as contributors to risk?
Name: Ports and Waterways Safety Assessment e What is the effect of risk control options on the risk level?
7 ID: ERC-M [80] o What kinds of hazards occur in the sea area?
Name: Maritime Event Risk Classification Method e What is the risk level in different sea areas?
e What accident scenarios are likely?
e Which issues are contributing factors to the event occurrence?
8 ID: ADSAM-C/G [81] e How big can oil spills get in a collision or grounding accident?
Name: Accidental Damage and Spill Assessment
Model for Collision & Grounding
9 ID: ADIOS [82] e What is the effect of oil evaporation and its dissolution with water?
Name: Automated Data Inquiry for Oil Spills
10 ID: SeaTrack Web [83] o Where does the oil drift to in the sea area?
Name: SeaTrack Web
11 ID: SpillMod [84] o Where does the oil drift to in the sea area?
Name: SpillMod
12 ID: NG-SRW [85] e How big can oil spills get in a collision or grounding accident?
Name: Next Generation Smart Response Web e Where does the oil drift to in the sea area?
e What are the consequences to the ecosystem and human use of marine space?
13 ID: ERSP, EBSP and EDSP Calculator [86] e What is the potential of the response system to recover, burn, or disperse the spilled o0il?
Name: Response System Planning Calculators
14 ID: POLSCALE [87] e What are the consequences of accidental oil spill with or without response measures?
Name: POLSCALE
15 ID: BowTie [88] e Which factors contribute to the event occurrence and/or its consequences?
Name: BowTie Method e What is the effectiveness of different controls to mitigate risks?
16 ID: FRAM [89] e Which system functions are responsible for the variation in the system performance?
Name: Functional Resonance Analysis Method
17 ID: KPIs [90] e How important are different system indicators in regards to event occurrence and/or consequences?
Name: Key Performance Indicators e What is the performance of different system elements compared to target levels?
18 ID: SBOSRT [91] e What are the oil spill risks in the sea area?
Name: Spatial Bayesian Oil Spill Risk Tool e What is the extent of ecological damage in different oil spill risk scenarios?
19 ID: ISRAM [13] e What are the oil spill risks in the sea area?
Name: Integrated Strategic Risk Analysis Methods e How big can spills get?
e Where does the oil spill drift to in the sea area?
e What are the consequences to the ecosystem and human use of marine space?
e What is the effect of different risk control options on the risk level?
20 ID: SoE [92] e How much can the results of the risk analysis be relied upon?
Name: Strength of Evidence Assessment Schemes e How much evidence is there for the elements in the risk analysis?
21 ID: RM-PCDS [13] e What is the risk level in different scenarios?
Name: Risk Matrices and Probability-Consequence. Diagrams
22 ID: ALARP [93] o Are the risks acceptable?
Name: As Low as Reasonably Practicable Principle e Should further risk control options be implemented?
23 ID: CBA [94] e How cost-effective are different risk control options?

Name: Cost-Benefit Analysis
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Risk metrics/description: R = {C’, O, K}

’ Risk aspect C” ‘ | ’

e« N+ S R - -+ S

Fig. 1.A. Applicability of the C-3-based risk assessment tools for different aspects of the C-1-based risk metrics/description, R = {C/, Q, K} (Strongly applicable =
Green, Applicable = Yellow, Not applicable = Red). (For interpretation of the references to colour in this figure legend, the reader is referred to the web version of
this article.)

Basic screening risk management process
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1
'
w125« - I - B
J
e i [ I - I - - -
!

>

Monitoring & review

‘Communication & consultation ‘
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Fig. 2.A. Applicability of the C-3-based risk assessment tools for the basic screening risk management process (Strongly applicable = Green, Applicable = Yellow,
Not applicable = Red). (For interpretation of the references to colour in this figure legend, the reader is referred to the web version of this article.)

Extended screening risk management process
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Fig. 3.A. Applicability of the C-3-based risk assessment tools for the extended screening risk management process (Strongly applicable = Green, Applicable =
Yellow, Not applicable = Red). (For interpretation of the references to colour in this figure legend, the reader is referred to the web version of this article.)
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Establishing Context

Risk identification | 1 | 2

Risk analysis 12

Communication & consultation
Monitoring & review

Risk treatment

Fig. 4.A. Applicability of the C-3-based risk assessment tools for the intermittent risk management process (Strongly applicable = Green, Applicable = Yellow, Not
applicable = Red). (For interpretation of the references to colour in this figure legend, the reader is referred to the web version of this article.)
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Fig. 5.A. Applicability of the C-3-based risk assessment tools for the strategic risk management process (Strongly applicable = Green, Applicable = Yellow, Not
applicable = Red). (For interpretation of the references to colour in this figure legend, the reader is referred to the web version of this article.)
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Scenario 4

Date: 18.7.2016 / 23:32 UTC
LOA 144 / GT 11935

Wind direction: 340

Wind force: 8

Speed: 0.8

Ship type: Oil product tanker
Type of event: Engine failure
Scenario: Grounding

Scenario 2
Date: 4.2.2015 / 17:35 UTC
LOA 183 m / GT 29683
Wind direction: 132
force: 5
Speed: 12.8
Ship type: Oil product tanker

Type of event: Under keel clearance

Scenario: Grounding
e 7,

Fig. 6.A. Hotspot areas in the Gulf of Finland for ship-to-ship collision [97].

Scenario 3

Date: 12.11.2015 / 13:30 UTC
LOA 117 m / GT 6280

Wind direction: 20

Wind force: 4

Speed: 0

Ship type: Crude oil tanker
Type of event: Dragging anchor
Scenario: Grounding

Scenario 6

Date: 18.12.2016 / 03:43 UTC
LOA 244 / GT 57301

Wind direction: 312

Wind force: 6

Speed: 12

Ship type: Crude oil tanker
Type of event: Near miss

Scenario 5

Scenario 7

Date: 9.10.2016 / 18:33 UTC

LOA 252 / GT 64259

Wind direction: 70

Wind for 16

Speed: 11.1

Ship type: Crude oil tanker

Type of event: Under keel clearance
Scenario: Grounding

[Scenario 8

Wind direction: 39
Wind force: 5

Scenario 10

Date: 28.5.2015 / 21:40 UTC
LOA 125 / GT 6572

Wind direction: 240

Wind force: 5

Speed:

Ship type: Oil product tanker
Type of event: Engine failure
Scenario: Grounding

Scenario 9
Date: 12.6.2015 / 17:43 UTC
LOA 249 / GT 62404

ind direction: 250

Ship type: Crude oil tanker
Type of event: Violation

Scenario 1

Date: 30.5.2014 / 07:44 UTC
LOA 123 m / GT 5045

Wind direction: 35

Wind force: 5

Speed: 14.5

Ship type: Oil product tanker
Type of event: Violation
Scenario: Collision

Date: 4.1.2014 / 06:45 UTC
LOA 183 / GT 29905
d direction: 150
Wind force: 12
Speed: 11.3
Ship type: Oil product tanker
Type of event: Reporting failure
Scenario: Collision

Speed: 4.2

Ship type: Oil product tanker
Type of event: Near miss
Scenario: Collision

Fig. 7.A. Five hotspot sea areas of the case study area and an overview of the ten associated accidental oil spill scenarios [80].
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Table 6.A
Severity of the consequences of different scenarios.
ID. | Release Baseline Response
[m?] Consequences Dimensions Conseqguences Dimensions
1 1,000 INTERNATIONAL MODERATE LOCAL
2 491 REGIONAL MINOR LOCAL
3 210 REGIONAL MINOR LOCAL
4 829 INTERNATIONAL MODERATE LOCAL
5 | 5000 MODERATE LOCAL
6 (Pl CATASTROPHE INTERNATIONAL INTERNATIONAL
7 5,451 INTERNATIONAL INTERNATIONAL
8 12,500 CATASTROPHE INTERNATIONAL INTERNATIONAL
9 20,000 CATASTROPHE INTERNATIONAL INTERNATIONAL
10 150 MODERATE

Consequences (green = minor, yellow = moderate, red = serious, black = catastrophe) Dimensions (green = local, yellow = regional, red = national, black =

international).
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o
o
e 10 2
o
1210
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¢ Annual frequency

Fig. 8.A. Incident frequencies of oil tankers in different hotspot sea areas, including the number of incidents and potential environmental damage.

Table 7.A

Strength of evidence assessment of the evidence used in the risk analysis.
Scenario Baseline Response

SoE likelihood SoE consequences SoE likelihood SoE consequences

1 Medium-strong Medium-strong Medium-strong Medium
2 Medium-strong Medium-strong Medium-strong Medium
3 Medium-strong Medium-strong Medium-strong Medium
4 Medium-strong Medium-strong Medium-strong Medium
5 Medium-strong Medium-strong Medium-strong Medium
6 Medium-strong Medium-strong Medium-strong Medium
7 Medium-strong Medium-strong Medium-strong Medium
8 Medium-strong Medium-strong Medium-strong Medium
9 Medium-strong Medium-strong Medium-strong Medium
10 Medium-strong Medium-strong Medium-strong Medium
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Response measures are not axecuted

Ci C, C; C4

Response measures are axecuted

& & O O

Fig. 9.A. Risk matrix for the ten scenarios with no response and response. In the figures C1-C4 represent the consequence estimation, P1-P4 the likelihood esti-
mation, and the colour codes from green to red the risk level in terms of these two aspects. The black and grey colors indicate the strength of evidence aspect in ten
scenarios. The ranking is medium-strong when the response operations are not executed, and medium when these are executed. (For interpretation of the references
to colour in this figure legend, the reader is referred to the web version of this article.)
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