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Highlights

What are the main findings?

e  The report introduces a geometric method for unambiguous localization of remote
radio-signal sources using three UAVs connected by fiber-optic links, relying on the
intersection of hyperbola asymptotes rather than full hyperbola curves.

e It proves that the physically correct emitter location is always the asymptote-
intersection point farthest from the UAV formation center, while all spurious solutions
remain confined near the formation radius.

What are the implications of the main findings?

e The method enables secure, interference-resistant command transmission from the
operator to the UAV group and supports the detection of external radio emitters
(including operators and electronic-warfare systems) under line-of-sight conditions.

e  The approach provides a scalable foundation for expanding UAV groups with nodes
using directional antennas and lightweight protection mechanisms, supporting re-
silient architectures and advanced configurations such as jet-assisted UAV platforms.

Abstract

This paper presents a novel method for the precise localization of remote radio-signal
sources using a formation of unmanned aerial vehicles (UAVs). The approach is based on
time-difference-of-arrival (TDoA) measurements and the geometric analysis of hyperbolas
formed by pairs of UAVs. By studying the asymptotic intersections of these hyperbolas,
the method ensures unique determination of the source position, even in the presence of
multiple intersection points. Theoretical analysis confirms that the correct intersection point
is located at a significantly larger distance from the UAV formation center compared to
spurious intersections, providing a rigorous criterion for resolving localization ambiguity.
The proposed framework also addresses secure inter-UAV communication via optical-fiber
links and supports expansion of UAV groups with directional antennas and low-power
signal relays. Additionally, the study discusses practical UAV configurations, including
hybrid propulsion and jet-assisted kamikaze platforms, demonstrating the applicability of
the method in contested environments. The results indicate that this approach provides
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a robust mathematical basis for unambiguous emitter localization and enables scalable,
secure, and resilient multi-UAV systems, with potential applications in electronic-warfare
scenarios, surveillance, and tactical operations.

Keywords: information protection; UAV; hyperbolic asymptotes; optical fiber; data
obfuscation; onboard computing systems

1. Introduction

Unmanned aerial vehicle (UAV) groups are increasingly used to address a wide range
of tasks, including remote sensing [1,2]. They are employed for monitoring agricultural [3,4]
and forested [5] areas, as well as for environmental surveillance [6,7]. The relevance of
operating UAVs in group mode requires no extensive justification. A group, understood as
a system whose elements are connected through communication channels, can continue
performing a designated task even when some of its elements are lost [8,9]. The use of UAV
groups also reduces the required number of operators [10,11], which becomes increasingly
important as the total number of UAVs deployed for various purposes continues to grow.
This trend is particularly evident in military applications [12-14]. As emphasized in [15], it
is to be expected that there will be a transition from the currently used UAV types controlled
by a single operator to UAV swarms [16] designed to create mobile networks covering
large areas and enabling communication between small military units. Moreover, such
groups are already being equipped with artificial intelligence (Al) for military use [17].
The potential for integrating UAV groups with Al is becoming increasingly clear [18-20].
These developments inevitably bring attention to several issues actively discussed in the
current literature. One of these issues is the improvement of algorithms for UAV group
(swarm) control [21-23]. Equally important is the problem of information security [24,25],
particularly the mitigation of communication attacks [26,27]. As noted in [14], methods
involving cryptography are widely used for this purpose [28,29].

However, the application of such methods faces well-defined limitations. First, meth-
ods for remote information interference with UAVs continue to advance [30,31], and the
increasing complexity of swarm architectures [32,33] inevitably introduces additional
vulnerabilities. Second, data leaks related to human factors may occur. For this rea-
son, during the current armed conflict in Ukraine, UAVs controlled via fiber-optic data
transmission—whose length is continuously increasing and, according to open sources,
now exceeds several kilometers—are being used with increasing frequency; meanwhile, the
military tactics of UAV deployment are also continuously evolving [34,35]. This method is
inherently the most reliable for preventing external interference, but it is associated with
considerable technical challenges, particularly the weight requirements for fiber-optic cable
whose length may reach ten kilometers or more.

These challenges bring renewed attention to the problem formulation presented
in [36-38], namely, ensuring information protection by physical means without relying on
long fiber-optic communication lines. This problem was largely addressed in our previous
work [15], where the idea initially proposed in [39] was further developed. Specifically,
ref. [39] demonstrated that information protection can be ensured by determining the
coordinates of the signal source. This approach is applicable primarily within the line-of-
sight (LoS) region, but considering typical UAV deployment scenarios—including military
ones—it has direct practical relevance [15]. In that work, it was shown that the coordinates
of a signal source can be determined using three UAVs interconnected with fiber-optic data
links. This enables source identification based on the “friend or foe” principle. The use
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of three UAVs corresponds to the classical problem of determining the coordinates of a
signal source based on time-delay measurements, which reduces to solving a system of
second-degree algebraic equations [40]. The solution corresponds to finding the intersection
points of hyperbolas, whose governing parameter includes the recorded time delay.

In the present study, this problem is analyzed in detail. It is shown that one may
select a coordinate system complementary to the method proposed in [15]. We demonstrate
that the specifics of this method allow one to reduce the task to finding the intersection
of the asymptotes of these hyperbolas with satisfactory accuracy. Particular attention is
paid to the uniqueness of the resulting solution, which ensures the correct determination
of the signal source coordinates. The potential use of the proposed system as a relay for
transmitting commands to additional UAVs within the group is also discussed.

2. Related Works

The system considered in this work is based on measuring the difference in the signal
propagation time from a source to two UAVs forming a pair. Solving this problem requires
time synchronization (SYNC) of the onboard units of the UAVs. Similar problems have been
addressed in numerous studies, including [41-43]. An advantage of using fiber-optic links
between the UAVs in a group is that time synchronization is significantly simplified [15],
because signal transmission over fiber eliminates the impact of external signals and, most
importantly, the distance between the UAVs is known a priori, since the fiber length can be
fixed by independent means, including mechanical methods.

For this task, it is also important to discuss the issue of time difference of arrival
(TDoA) accuracy, which is examined in the literature from various perspectives [44,45].
This issue is closely related to the positioning problem for robotic vehicles, which is likewise
discussed in current research from different angles [46—48]. In most cases, the objective is to
improve the accuracy of estimating the coordinates of a vehicle, a radio-signal source, and
related targets. Achieving high positioning accuracy is also the goal of adjacent research
directions, such as acoustic-based methods [49,50] and indoor positioning [51,52]. However,
in the context of the present work, the positioning-accuracy question lies in a somewhat
different domain, because there exist practical tasks for which positioning can be performed
with intentionally reduced accuracy.

The use of UAV groups also often entails addressing the swarm synchronization
problem [53,54]. Such synchronization implies that autonomous agents within a group
coordinate their behavior in time and/or space so as to act as a single entity, without cen-
tralized control (or with minimal central control). The proposed approach, however, makes
it possible to bypass this problem by leveraging geometric factors. As will be shown below,
the method remains operational for any mutual configuration of the employed UAVs.

From the perspective of the objectives of this study, the research reported in the
literature and devoted to the problem of determining the coordinates of a signal source (or,
equivalently, the direction to the signal source) can be classified as follows:

- determining the signal source coordinates by measuring time delays (TDoA) [40,44];

- determining these coordinates by using antennas with a sufficiently narrow radiation
pattern (high directivity) [55];

- determining these coordinates by measuring the received signal level (RSS-based
approaches) [56].

All of these methods are well known and have been extensively validated, including
in practical applications. However, from the standpoint of information protection based
on a UAV group intended to operate in a line-of-sight (LoS) environment, each of them
exhibits specific limitations.

https:/ /doi.org/10.3390/drones10010024


https://doi.org/10.3390/drones10010024

Drones 2026, 10, 24

40f24

Specifically, the first group of methods inherently requires information exchange
between spatially separated receivers [41-43]. For UAV-based applications, the commu-
nication channels enabling such exchange (especially when operator localization is used
as part of an information protection mechanism) must themselves be maximally secure.
Maximum protection is clearly achieved by employing a communication line that mini-
mizes the possibility of external informational interference. This requirement is satisfied
by fiber-optic communication. As demonstrated by the experience of the ongoing military
conflict in Ukraine, fiber-optic control of drones has proven to be sufficiently effective
despite the limited length of such links. However, the use of fiber-optic lines with lengths
on the order of a kilometer or more faces well-defined practical challenges. Our approach
makes it possible to reduce the required fiber length to hundreds of meters or less. The
fundamentally novel aspect of our approach is the choice of a coordinate system that is
maximally convenient for solving the stated problem. This choice is explicitly oriented
toward a group of three UAVs interconnected by fiber-optic links.

The second group of methods also has a pronounced drawback for the problem
addressed in this work: the cost and implementation complexity of such antennas increase
substantially as their performance characteristics are improved [57]. The main difficulty in
applying them to UAVs is that the vehicle receiving the operator’s signal must be oriented
appropriately in space, which is not always feasible.

Methods based on measuring the signal level [58] primarily allow one to estimate
the range to the signal source (operator), which is not suitable for solving the problem
considered in this paper.

Based on the above, an information protection method built around fiber-optic commu-
nication lines offers advantages for the target class of tasks—namely, protecting information
transmitted from an operator to a UAV group within line-of-sight conditions.

3. Methods

The study primarily employs analytical methods for solving the equations used to
determine the operator’s coordinates based on the known positions of three UAVs and the
time-of-arrival (TOA) differences of a signal emitted by the operator. The possibility of ob-
taining an analytical solution is enabled by considering the intersections of the hyperbolas’
asymptotes rather than the intersections of the hyperbolas themselves. It is demonstrated
that the coordinate-estimation accuracy provided by this approach is sufficient for practical
use in protecting information within a line-of-sight communication zone.

The conclusions derived from the analytical developments are supported by computer-
based experiments. In these experiments, an algorithm was implemented based on the
analytical derivations presented in the paper; the code is provided in the Supporting
Materials. In the first series of experiments, the intersection points of the hyperbolas were
computed using the developed code and compared with the true position of the signal
source. The results are presented in the form of figures and a table. In the second series of
experiments, the influence of errors in determining the TOA differences on the estimation
of the operator’s coordinates was investigated. The results are presented as figures that
clearly illustrate the discrepancy between the apparent and the true position of the operator
(signal source).

4. Results

The implementation scheme of the method proposed in [15] is shown in Figure 1. The
diagram illustrates the minimal number of UAVs required to apply the method—namely,
three. These three UAVs form two pairs, and for each pair, the time-of-arrival (TOA)
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difference of a signal emitted by a common source and received by the onboard receivers is
measured as Aty and Atps.

X,

A

-

X

Figure 1. Scheme of the information-protection method using fiber-optic communication within a UAV
group; 1—UAV, 2—fiber-optic communication lines (schematically), 3—signal (command) source.

If the problem can be reduced to a two-dimensional one (i.e., the altitude coordinate is
neglected), then the measurement Atq, corresponds to identifying a curve (a hyperbola)
described by

ry—1 = CAi’l']' (1)

[N
r2 =14/ (r = r1020)>

710,20 are the radius vectors of the receiving units on the UAVs,

r = (x,y) is the current radius vector,

c is the speed of light, and

At;j is the difference in signal propagation time from the source to UAVs i and j.

Using two receiver pairs corresponds to using two equations of type (1), so the source
coordinates can be determined as the intersection point of two hyperbolas defined by such
equations, which is consistent with the classical time-difference-of-arrival (TDoA) method
described, for example, in [40].

From the perspective of external attacks, vulnerabilities may arise during the formation
of communication channels between the UAVs in the group. Fiber-optic communication
minimizes these risks [15]. Moreover, it provides additional opportunities for synchroniza-
tion between the computational units that determine At1, and Atp3. The specific scheme
implementing the measurement of these delays based on the phase-portrait method is
presented in [15].

Owing to the use of fiber optics, synchronization is implemented in a straightforward
manner. On the transmitter side, a single digital SYNC pulse is generated and simulta-
neously delivered via the fiber-optic link to all receiving modules. The optical receiver
converts the optical pulse into a 3.3 V digital signal, which is applied to the microcontroller
timer input. As a result, the same rising edge of the SYNC signal is hardware-captured by
all elements of the group with minimal time spread, determined only by the delay of the
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optical transceiver and the timer input logic. The synchronization error (time resolution)
when using this approach together with the phase-portrait method does not exceed 5% [15].
This value was therefore adopted in the computer experiments reported below.

We also emphasize that the concept of using fiber optics to form a UAV group ca-
pable of determining the location of a radio-signal source was first discussed system-
atically in [15], and was initially proposed in our earlier work [59] (although without
substantial elaboration).

One advantage of the phase-portrait method [15] is that the time delay can be detected
using a single fragment of a modulated harmonic oscillation.

However, report [15] did not address several accompanying geometric problems,
which are resolved in the present study. In particular, we show that the correct solution can
be uniquely selected based on physical considerations.

To ensure uniform treatment of all three UAVs—the minimal number required to
determine the location of the signal source—the coordinate system used in what follows is
chosen such that its origin coincides with the center of the circle passing through the three
UAV positions. Although finding such a circle is an elementary trigonometric problem, we
detail the construction due to its importance.

Three points (x1,y1), (x2,y2), and (x3,y3) lie on a circle of radius py if the following

relations hold: 5 2
+ (1 —y0)” = 05

(x2 = x0)* + (y2 — y0)* = P} ()

(x3 — x0)” + (3 — 10)” = P}

(x1 — xp)

where (xg, o) are the unknown coordinates of the circle center.
This system reduces to a linear one. Expanding the terms in (2) and subtracting the
third equation from the first two yields:

2(x1 — x2)%0 +2(y1 — y2)yo = R — R3 3)

2(x3 —x2)%0 +2(y3 — y2)yo = R3 — R3 (4)

where R? = x7 4 y2.

Equations (3) and (4) constitute a linear system that enables computing the circle
center, after which all vectors can be transformed into this new coordinate system. These
equations correspond to the classical geometric construction used to locate the center of a
circle defined by three given points.

From this point onward, all calculations are carried out in this coordinate system,
where the origin coincides with the center of the circle passing through the three UAVs.

Geometrically, the problem reduces to finding the intersection of two hyperbolas,
each generated by the TOA (or phase-difference) measurement from a separate UAV pair.
Indeed, the phase difference A¢ (measured according to [15]) is related to the difference in
distances between the signal source and UAVs 1 and 2 by

A _r (5)

ri1—1y =cl—
1 2 oy

- =

. . . - .
where T is the signal period, where r1 = ( r — 71020), 71020 are the radius vectors

of the receivers, 7= (x,y) is the current radius vector, ¢ is the speed of light, and T is the
period of the transmitted signal. It is essential that, due to the specifics of the problem
under consideration, all vectors can be assumed to lie in a plane.

https:/ /doi.org/10.3390/drones10010024


https://doi.org/10.3390/drones10010024

Drones 2026, 10, 24

7 of 24

We emphasize that Equation (5), when expressed in terms of the current radius vector,
represents the equation of a hyperbola; that is, one UAV pair generates one hyperbola
(consisting of two branches). A second UAV pair yields another hyperbola. One of the
intersection points of these curves corresponds to the location of the radio signal source.
The non-uniqueness of this geometric solution requires additional analysis. As will become
evident below, a unique solution can indeed be obtained due to the structure of the problem.

Let us transform Equation (5) to polar coordinates associated with the chosen coordi-
nate origin. After straightforward algebra, we obtain

(4pp0)25in2 @Sin2 <<p — M) +8ppoR3cos @cos <(p — <P2‘£(P1> — 4R? (pz + p%) +RY*=0 (6

2

where the standard formulas for converting to polar coordinates were used. The current
radius vector is written as
o
p

= p(cos ¢,sin @) (7)
and the coordinates of UAVs 1 and 2 are given by

- )
10,20 = Po(COs @12,5iN P12) (8)

To verify Equation (6), consider the limiting case corresponding to the canonical form
of a hyperbola in polar coordinates. Let the two UAVs lie on a straight line passing through
the center of the reference circle, which coincides with the origin. In this case one may set
@1 = 0, implying ¢» = 7, so that

sinm =1, cosu =0 9)
2 2
Thus Equation (6) reduces to
(4000)*cos’ ¢ — 4R? (pz + p%) +R*=0 (10)

since sin(¢ — w/2) = —cosg.
The quantities in Equation (10) can be expressed in terms of the eccentricity € and
parameter a of the canonical hyperbola
2 2
oy
— @ =1 (11)

Classical relations for conic sections yield

/ B2
R=2a¢= 1+a—2>1;p0:£a (12)

where the last relation follows from the fact that the UAVs coincide with the foci of the
hyperbola. Substituting (12) into (10) gives the canonical hyperbola in polar coordinates:

2_1 b2
0 =a? €

= 13
e2cos?p—1  €2cos? g —1 (13)

Thus Equation (6) is consistent with the known limiting case. Let us now return to the
general formulation.
Introduce the dimensionless quantities

j=—=-—;s="— (14)

https:/ /doi.org/10.3390/drones10010024


https://doi.org/10.3390/drones10010024

Drones 2026, 10, 24 8 of 24

Substituting (14) into (6) yields a quadratic equation for s:

2 | sin? P2 ; 1 sin’ (q) _Te ; 4)1) — qz} + quzcos 291 ; 1 cos ((p _ i —; 901) — qz + q4 =0 (15)

Its analytical solution is

—qcos 902 #1 cos(q) - @) + \/(sin2 % — q2> (sin2 ((p — W) — q2>

= 16
512 =4 sin? 2% in (‘P _ @2;4?1) e (16)
To check this expression, set ¢1 = 0. Then
6, = g1 Feos(g— B) £/ (sin? & — ) (sin* (9 — %) — ) (17)
12 =14 sm2 Zsin? (¢ — ) — ¢

Examples computed using these formulas are shown in Figure 2a,b. The plots show

the dependence of the normalized ordinate 10 = pﬁsinq) on the normalized abscissa
X — P cos g. As expected, the solutions indeed correspond to hyperbolas whose foci lie
Po o

on the unit circle, consistent with the dimensionless transformation (14).

y/po
3
2 /
F/f
: \74- X/
0 // 3— x/po
4 B
-1
A
-2
-3
-3 -2 -1 0 1 2 3
(a)
¥/Po
2 \
\
1 2\
0 B
—_— _ N X/ Po
‘\\\<\
~ \:
1
F
2 Y
2 1 0 1 2
(b)

Figure 2. Examples of the dependence of the normalized ordinate y/py = (p/po)sing on the
normalized abscissa x/py = (p/po)cosp; p» = 60° (a), ¢ = —80° (b); AF—line passing through the
origin, on which focus F is located, B—its symmetric second focus.
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This choice of coordinate system eliminates the need for strict synchronization of
the motion of the UAVs forming the group. A circle can always be defined through any
three non-collinear points; therefore, the adopted coordinate framework is preserved for
any mutual arrangement of the UAVs.

Figure 3 shows an example of the dependence of the parameter s on the angle ¢. As
expected, the parameter s tends to infinity as the angle ¢ approaches the value determined
by the equation

sin? %Sin2 (go — %) — q2 =0 (18)

These values correspond to the asymptotes of the resulting hyperbola.

S

20

0 D

() Y

-20

-40
0 60 120 180 240 300 360

Figure 3. Example of the dependence of the parameter s on the angle ¢; ¢ = 60°.

This example shows that large values s 2 8 occur only when ¢ approaches the angle
defined by Equation (18). This implies that, for solving the localization problem, it is
reasonable to exploit the asymptotic behavior of the hyperbolas, since the signal source is
assumed to be located at a distance much larger than pg from the origin.

This conclusion is illustrated in Figure 4, which shows an example of the intersection
of two hyperbolas generated by two phase differences recorded by two UAV pairs.

Y/Pa

/

x/po

10 8 6 4 2 0 2 4

Figure 4. Illustration of the determination of the intersection points of the hyperbolas.

This example qualitatively demonstrates the following preliminary conclusion, which
ensures the uniqueness of the solution to the problem under consideration. Specifically,
from the standpoint of determining the coordinates of the signal source, only the inter-
section point lying outside the circle used to construct the chosen coordinate system is of
practical interest. To justify this conclusion quantitatively, we use the equation

(r% — r§)2 _ 2R (r% + r%) FRY=0 (19)

where ”%,2 = (7 — 710’20 )2.

The same preliminary conclusion is also supported by the results of computer ex-
periments (the code used is provided in the Supplementary Materials). Figure 5 presents
plots showing the hyperbola asymptotes and their intersection points under specific model
conditions. It can be seen that the proposed method indeed makes it possible to determine
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the operator’s coordinates with an accuracy acceptable for the intended purposes, and that
the accuracy increases as the ratio 2 grows, where D is the distance from the center of the
circle on which the UAVs are located to the operator.

100 A

50 A

—50

—100

300 A

200 A

100 1

—100 A

—200 A

—300 A

—?:00 —2’00 —£00 (I) 160 2(’)0 360
(b)

Figure 5. Location of the hyperbola intersection points under the specified model conditions:
(@R =50, @ =70°, ¢p = —55°, py = 100, 6y = 10°, (b)—R = 50, ¢; = 70°, o = —55°, pp = 300, 6y = 10°
(based on the results of a computer experiment). Circular arc/curve: the circle of radius R, on which
the hyperbola foci are placed. Filled circles (e): the foci of the two hyperbolas: Fy (the common focus
on the x-axis), and the two non-common foci F; and F, determined by the angles ¢1 and ¢,. Star
marker (%): the reference point Py given in polar coordinates (pg, 6p). This point is used to define the
hyperbola parameters (via A; and Ay, unless stated otherwise). Straight lines (two per hyperbola):
the asymptotes of each hyperbola. Each hyperbola contributes two asymptote lines. Cross markers
(x): the intersection points of the asymptotes, denoted I;, I, I3, Is. These are the four points of
interest produced by pairwise intersections of the two asymptote pairs.
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Equation (19) follows directly from Equation (5) and can be obtained by squaring it
twice, taking into account the specifics of the adopted coordinate system, in which all UAV
positions lie on a single circle. We now derive the asymptotic solution of Equation (19)
corresponding to a straight line. We seek this solution in the parametric form

— - 1/ —

r =te +§(T01+1’02) (20)
where 7 is the current radius vector, t is a scalar parameter, and ? is a unit vector defining
the direction of the straight line,

¢ = (cosa,sinw) (21)

The constant term in Equation (20) is chosen for evident geometric reasons: the asymp-
tote of a hyperbola generated by a particular UAV pair must pass through the midpoint of
the segment connecting their locations. Substituting Equation (20) into Equation (19), and
using the fact that in the adopted coordinate system 12, = r3,, we obtain after straightfor-
ward transformations:

42 ( (710 - 720) ?)2 — 4R 4 const =0 22)

Since we are seeking the asymptote, it is permissible to equate to zero the coefficient
of t2. Note also that the absence of a linear term in ¢ confirms the correctness of the choice
of the parametric form (20). Thus, Equation (22) effectively reduces to an equation for the
direction of the unit vector e. Indeed, in the asymptotic limit Equation (22) becomes

((Fr0-7u)?) =R 23)

Furthermore,

(710 — 720) P 2posin7¢2 ; 1 sin ((p _Te —; (P1> (24)

which yields the expression for the angle a defining the direction of the hyperbola asymp-
totes in the chosen coordinate system:

2
sin? (ac _ * (P1> = R (25)

2 4p2sin? 241

This result agrees with Equation (18), given that g = R/ (2py).

The derived relation makes it possible to address the question of the uniqueness of
determining the coordinates of the signal source. As follows from the considerations illus-
trated in Figures 3 and 4, when the source is sufficiently far from the circle used to construct
the coordinate system, the intersections of the hyperbola asymptotes—i.e., the four straight
lines—may be used instead. Excluding the intersections of asymptotes belonging to the
same hyperbola, the total number of intersection points is four. One must then select the
point that is physically relevant for the problem at hand. We now show that, in general,
this selection can indeed be made in a manner consistent with practical applications.

We specify the asymptotes in parametric form as

Fi=liei+ o, i=1,234 (26)
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where ¢; = (coswj,sina;) is the unit vector defining the direction of the i-th asymptote,
determined from Equation (24), and 701’ is the radius vector of the midpoint of the segment
connecting the corresponding UAV pair. The parameter /; has the dimension of length, and
the index i enumerates the four lines shown in Figure 6.

Figure 6. On the issue of the uniqueness of determining the coordinates of the signal source using the
method of intersecting hyperbola asymptotes; C, D, E denote the UAV positions.

The intersection point of two straight lines (lines 1 and 2 in Figure 5) is obtained from
the equations
0 = [jcosa1 — lpcos apy + x19 — X0 (27)

0 = I1sinay — bsinay + Y10 — Y20 (28)

where /1 ; are the distances from the intersection point to the reference points at which
l; » = 0. Combining Equations (27) and (28) in a standard way yields
(x1 — xz)sinacz — (yl — yz)COS 1%}

h= sin(ag — ap) @9)

The vector
?u = (sinay, —cos ay) (30)

. - . . . .
is orthogonal to the vector e, = (cosay, sina;), which defines the direction of the corre-
sponding asymptote:

N

— . .
€9 €y = Sinwpycosay — cosasinay = 0 (31)

Therefore, expression (29) can be rewritten as

— — —
(701— 702) €21

I = 32
! sin(a — ) (32)
Similarly,
— — —
l (701—702)€u 23
2 sin(ay — aq) (33)
For the numerators in Equations (32) and (33), the following inequality holds:
— —
0S<7’01—f02)?2¢§Al12 (34)

where Aly; is the distance between UAVs 1 and 2.
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In particular, this implies that when the location of a signal source sufficiently far from
the circle used as the reference frame is determined (i.e., [; > pp), the following relation
must hold:

Ny = q (35)

This approximate equality means that the directions of the hyperbola asymptotes
associated with two different UAV pairs must nearly coincide. In Figure 6, these are lines 1
and 2, which intersect at point Q1.

Each hyperbola also has a second asymptote, shown as lines 3 and 4. Accordingly, there
exist three additional intersection points of asymptotes belonging to different hyperbolas,
labeled Q>—Qy.

From inequalities (32) and (33), the following estimate is valid for these points:

2
All.,j
R

0<; < (36)
Similar considerations apply to point Q.

The obtained result resolves the issue of uniqueness when locating a radio signal
source positioned more than approximately 50y away from the UAV group. Specifically, all
points except Qq lie at distances on the order of pg from the origin, which is also clearly
illustrated in Figure 4. Therefore, to solve the problem, it is sufficient to compute the
distances to all four asymptote intersection points and select the largest one.

This conclusion is illustrated by the results of the numerical experiment presented
in Table 1. It can be seen that, as follows from the considerations discussed above, the
proposed method enables the operator’s coordinates to be determined with acceptable
accuracy under the condition D >> R; specifically, the present experiment indicates that the
requirement D > 6R should be satisfied. The experiment also shows that the choice of the
intersection point should be made according to the criterion stated above: the intersection
point farthest from the center of the circle on which the UAVs are located should be selected.
This criterion is likewise valid when the condition D > R holds.

Table 1. Results of computing the coordinates of the four intersection points of the asymptotes in
normalized polar coordinates (%k, l[Jk), where ¢ is given in degrees, R is the radius of the circle on
which the UAVs are located, and k is the index of the intersection point (ordered by distance). The
computations are reported for the specified parameter sets (¢1, 92, D/R, ), where @1 and ¢, are
the angles defining the UAV positions, and <%, 9> are the normalized true polar coordinates of the
signal source.

Case ®1,° @2, ° D 0,° k pi/R Pi, °

Case 1 40 220 5 60 3 6.895 —111.332
4 6.410 —111.374
2 5.019 60.016
1 4.667 59.958

Case 2 60 200 6 300 3 6.314 —59.706
1 1.331 —53.312
2 0.893 —136.481
4 0.788 —134.831

Case 3 30 210 10 135 3 9.870 135.040
2 7.292 —16.721
1 1.648 —39.963
4 1.283 169.748

The obtained results show that the signal source coordinates can be determined
with acceptable accuracy using extremely simple algorithms that reduce the problem to
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computing the intersection points of straight lines, where the parameters of these lines
are also calculated using relatively simple expressions of the form (25). The relatively low
accuracy in determining the signal source coordinates is due to, the nature of the tasks for
which the proposed method was developed. One of these tasks is the identification of a
signal source according to the “friend—foe” principle, performed by a group of UAVs oper-
ating in close proximity to the line of contact. In this case, the regions where signal sources
generated by the opposing side are certainly absent are defined in advance. Moreover,
provided that the line of contact is well-defined, it is sufficient for the above identification
to establish the direction to the signal source; thus, errors in estimating the range to the
signal source become even less significant.

The proposed mathematical framework enables the use of the simplest possible algo-
rithms that support “friend—foe” identification of a signal source, which is important also
from the standpoint of reducing the computational load on onboard systems.

The nature of the tasks addressed is also related to the fact that the use of UAVs
(including combat applications) is becoming increasingly widespread, and economic factors
are playing an ever more important role (reducing the cost of UAVs and their groups). In
particular, UAVs are being deployed on an increasingly large scale in the vicinity of the
line of contact. This, in turn, implies that a significant portion of the electronic warfare
(EW) assets employed by the opposing sides is also located close to the line of contact.
Consequently, the sources of signals intended to counteract systems of the type considered
here are, with high probability, likewise situated within line-of-sight radio visibility. Such
signals can nevertheless degrade the system’s performance. More precisely, under external
informational interference, the method we propose allows only the identification of the
very fact of such interference. In our view (based, among other things, on an analysis
of UAV employment in the ongoing conflict in Ukraine), this apparent limitation can be
turned into an advantage. Detecting the location of an external signal source is often a far
more important task than suppressing it.

Indeed, there is little doubt that, as the cost of UAVs (and their groups) continues to
decline, countermeasures should focus on identifying the operators’ deployment locations.
Therefore, when “friend—foe” identification of the command signal is not feasible, it is
reasonable to employ an algorithm in which the UAV group transmits to the operator a
signal instructing them to switch to radio silence. The group then transitions to a mode for
localizing the external signal source (potentially also adapting the nature of the mission in
light of the economic considerations noted above).

The results of the computer experiments are presented in greater detail in Figures 6-8.
Figure 6 shows an example outcome of a computer experiment, namely the dependence
of AD (the deviation of the estimated distance to the signal source from its true value) on
the parameter D, which is the distance from the signal source to the center of the circle on
which the UAVs are located. It can be seen that this deviation decreases rather sharply as
D increases.

Figure 7 provides another example result of a computer experiment: the dependence
of A = ¢ — 1y (¢ is the estimated bearing angle to the signal source, and ¢y is the true
angle) on D. This result also corroborates the conclusion stated above: the accuracy of
estimating the operator’s coordinates improves as the ratio D /R increases.

Figure 8 summarizes the results of a computer experiment designed to assess how
errors in measuring the differences of time of arrival affect the accuracy of determining
the operator’s coordinates. The figure shows the intersection points of the hyperbola
asymptotes, one of which corresponds to the estimated operator position, as well as the
point corresponding to the true position. In the experiment, a controlled error of 3% and
5% was artificially introduced into the values cAtj; and cAt,; for the considered model
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example. It can be seen that, in this case as well, the accuracy of operator localization
remains adequate for the stated objective (identifying the signal source using a “friend-
or-foe” principle, under the assumption that a region has been specified where sources
belonging to the opposing side cannot be located).

(po — D) vs D, scale = 1.0

0.1 4
R e s
o \ N — 5=o0°
| =D} — o=30°
8 —0.1 A Crossing with po =D — &0°
‘ D=~ 4.73 6 =60
_02 .
_0'3 -
_014 T T T T T T
4 6 8 10 12 14

Figure 7. Dependence of AD (the deviation of the estimated distance to the signal source from the
true value of this parameter) on D.

1.0 1 —— theta =0°
~—— theta = 30°
—— theta = 60°
0.5 1
0.0 —_—
_0.5 .
—1.0 1
_1.5 .
—2.0 A
4 6 8 10 12 14
D

Figure 8. Dependence of the deviation of the estimated bearing angle (direction to the signal source)
from the true value on the parameter D; three values of the source bearing angle were used (indicated
in the figure). The y-axis shows A, and the x-axis shows D.

The computer experiments also revealed that degenerate cases may occur (Figure 9),
in which the hyperbola asymptotes are nearly parallel and form only a small angle with
respect to each other. In such cases, AD may reach relatively large values; however, this does
not always materially affect the proposed information-protection method. For instance,
if a UAV group is deployed in close proximity to the combat engagement area, it may be
sufficient to determine not the full coordinates of the signal source but only its directional
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(bearing) angle. The case shown in Figure 9 indicates that, under such conditions, the

bearing angle can be estimated with acceptable accuracy even for comparatively small

values of the parameter D/R.

150
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Figure 9. Illustration of the possibility of estimating the bearing angle in a pronounced degener-
ate case; computer experiment conditions: R = 50, ¢1 = 60°, ¢ = 165, pg = 100, 6y = 10°,
A error +5%.
Table 2 presents a comparison of the main characteristics of the proposed method with
previously known approaches.
Table 2. Comparison of Key Characteristics of the Proposed Method with Existing Approaches.
Proposed method (this Classical TDoA Direct long Apgle.of Arrlvall /
paper): 3-UAV : . Cryptography- . . Direction of Arrival
Criterion formation + intra-group multilateration based secure RF fiber-optic (AoA/DoA)
(full hyperbola control (operator—

fiber + hyperbola-

control for swarms

direction-finding

asymptote intersections intersection, numerical) UAV tether) (directional /array-based)
Physical protection . . Maximal
of command L Confidentiality/ . L
. o . Localization accuracy - interference Localization by
Primary goal transmission + unambiguous ips S authentication of . . . L
. (position estimation) immunity for bearing estimation
emitter /operator commands :
izati control link
localization
TDoA /phase-difference
Main between UAV TDoA between Crypto primitives Wired optical Angle-of-arrival /bearin
observable pairs + geometric criterion  multiple receivers over RF link channel & &
via asymptotes
Minimal Typically >3 receivers; . .
. N ’ Any (depends on 1 UAV per Typically >2 bearings (or
number of 3 UAVs (two pairs) often more network topology)  tethered link >1 with motion/array)

airborne nodes

for robustness
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Table 2. Cont.

. Simplified by fiber SYNC Requires Flght Not a localization Sync not primary;
Time e . synchronization i R
- distribution; time . method; sync Sync not critical for  calibration/phase
synchronization . o across receivers; . .
. resolution error < 10% depends on wave- security (wired) coherence may
requirement - . accuracy strongly .
acceptable in experiments . - form/protocol be required
tied to clocking
Guaranteed disambiguation:
pick the ' . Multiple intersections Does not No ambiguity o .
Lo asymptote-intersection may occur; . . Bearing intersections can
Ambiguity 4 . : . resolve geometric in channel A
- point farthest from disambiguation often S . - be ambiguous under
handling . . . . ambiguity; only security; localization .
formation center; spurious  heuristic or via extra secures pavload not inherent multipath/geometry
points remain near constraints/sensors pay
ormation radius
f; t d
L%ght.. compute asymptote Hanler. solve Low /medium Low . '
. directions + up to nonlinear . Medium/high (array
Computation . . . (depends on (channel) /high . . .
4 intersections + select system/intersect processing, calibration)

max distance

hyperbolas numerically

crypto suite)

mechanical burden

High for intra-group

Vulnerable to

Resistance to coordination (fiber) + Sﬁfrﬁﬂz (RF ]eann;:m;g;vlf; if Very high against Vulnerable to jamming
external RF “friend—foe” source front-ends + comyfomi’s o /y RF interference, but  and multipath; depends
interference attribution for commands N . P heavy/complex on SNR/array
under Line-of-sight (LoS) spoofing/jamming) human factor
& possible
. . Physical
Operating Line-of-sight (LoS) Broad (LoS/Non- constraints .

e use case; . X . Works best in LoS;
conditions emitter/operator/EW Line-of-Sight (NLoS),  Broad dominate; cable multipath deerades
emphasized localiza tioI; in LoS zone but NLoS degrades length/weight P &

issues

Swarm-motion

Not required: coordinate
frame defined by circle

Not a swarm sync
method; may need

Requires network
coordination; swarm

Not a swarm

Not a swarm

synchronization  through 3 UAVs; works for  stable geometry synchronization is method per se sync method
any mutual geometry assumptions a separate problem
Can expand with Scales by Scales naturall
s additional UAVs using adding receivers Y Scales with additional
Scalability o . but attack Poor (tethers do .
. directional antennas and but increases bearings/arrays but
(adding nodes) 1 . surface grows not scale well) . .
ow-power relays (3-UAV  sync/processing . . increases HW complexity
with complexity
core as reference/relay) burden

Typical trade-off

Reduced algorithmic
complexity + physical
protection within

group; relaxed
operator-localization
accuracy in some scenarios

Better accuracy
possible, but higher
requirements for

sync and

robust disambiguation

Strong for
confidential-

ity /authentication,
weaker against
jamming

Strong physical
security, strong
practical
constraints
(mass/length)

Good for direction
cues; hardware/
calibration burden

5. Discussions

The proposed approach can also be used to determine the coordinates of external

radio signal sources (for example, positions of opposing drone operators or electronic

warfare (EW) systems). The operating principle remains the same; the only difference

lies in the required accuracy of locating the signal source. This method is applicable

exclusively within the line-of-sight zone. However, as current experience from the conflict

in Ukraine demonstrates, electronic warfare systems deployed near the line of contact are

becoming increasingly significant. Consequently, developing technical tools that enable

counter-operations is also relevant.

Such tools must be maximally resistant to potential hostile interference—at least in

terms of information security. The use of fiber-optic communication lines between UAVs

within a group inherently prevents such interference.

The proposed approach, in the long term, also makes it possible to increase the number

of UAVs in the group without using fiber-optic communication. The corresponding scheme

is shown in Figure 6. The group includes three UAVs (1) connected by fiber-optic lines

(2), and an additional UAV (4) equipped with directional antennas (5). Group control
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is performed by operator (3) using the method described in [15]. The uniqueness of
determining the operator’s coordinates has been proven above.

In this configuration, the main group of three UAVs (1) also serves as a relay for the
control signal transmitted to UAV (4) (Figure 10). Several such UAVs may be included in
the group. In the simplest case, information security against external attacks is ensured
by comparing commands received from three independent sources. The use of directional
antennas, at minimum, makes it possible to identify adversarial interference based on
purely geometric factors. This can be illustrated by UAV deployments in the ongoing
conflict in Ukraine: in many cases, the effective width of the contact zone approximately
corresponds to the line-of-sight radio range (up to about 2 km). Under such conditions,
establishing additional command-transmission channels over the radio link by the opposing
side is, at the very least, difficult. Consequently, receiving identical commands from
different directions enables attribution of the received command according to a “friend—
foe” principle.

Figure 10. Use of directional antennas to increase the number of UAVs in the group (UAVs (1) fiber-
optic lines (2), an additional UAV (4) directional antenna (5), operator (3)).

Estimates of the radiation-pattern characteristics of antennas deployed on additional
elements of a UAV group—elements that can be integrated into the group without fiber-
optic communication—can be derived from geometric considerations. The beamwidth
(aperture angle) of the antenna radiation pattern should be such that any signal received
by this element can be unambiguously attributed to only one of the main elements of the
group located at the vertices of the triangle. Assuming that the triangle formed by the UAVs
is sufficiently close to equilateral (specifically, none of its sides exceeds any other side by
more than a factor of two), and that the additional element is located approximately at the
intersection point of the medians (within a 10% deviation), the admissible beamwidth varies
within the range from 70 to 180 degrees, which is a completely achievable characteristic
even for directional antennas of the simplest types.

From a similar standpoint, the required accuracy of estimating the operator’s coor-
dinates can also be considered. Any improvement in this capability is associated with
increased cost, which is particularly relevant for military applications of robotic systems.
At the same time, when a UAV group employs the proposed approach, the accuracy re-
quirements for localizing the operator can be deliberately relaxed. Indeed, in this case it
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is sufficient to obtain only an approximate operator position, since the probability that
electronic-warfare units would be located within the immediate vicinity of their own for-
ward positions is negligible due to the associated risk. On this basis, one may conclude
that the proposed approach remains applicable at the operator-localization error levels
observed, including those used in the computer experiments.

For additional protection (in applications other than the above), various lightweight
cryptographic protocols may be employed, for example, those analogous to [60-63], as well
as data obfuscation techniques [64-66].

This is entirely sufficient, since UAV (4) can be controlled using low-amplitude signals
detectable only in the immediate vicinity of the group. Data obfuscation may also be
implemented using the method of computing partial discrete logarithms proposed in [67].
This method, which is based on the use of an algebraic delta-function [68], fundamentally
differs from known discrete logarithm algorithms [69-72]: it yields explicit algebraic
formulas and significantly reduces the number of required operations [67].

Importantly, element (4) in the group may also be a ground-based drone. Clearly,
controlling such drones via optical fiber is technically infeasible due to obstacles such
as trees and terrain irregularities. Consequently, the deployment of ground drones is
inherently constrained by electronic warfare factors. The proposed scheme removes these
limitations. This example further highlights the relevance of developing information-
protection systems under line-of-sight conditions: ground drones are inherently intended
for operation primarily near the line of contact. Developing specific control schemes for
ground drones will, of course, require further research; however, this example already
indicates that the proposed approach has substantial potential for continued development.
Below, we provide another example illustrating this conclusion.

We emphasize that the example presented below is purely illustrative; that is, this brief
consideration of the system is intended to demonstrate clearly that, in the future, a group of
the proposed type may also include additional UAVs, where these additional UAVs are not
connected to the main fiber-optic links. (Here, the term “main UAVs” refers to the vehicles
that provide information protection in accordance with the proposed method.)

This approach also addresses several operational challenges observed during the
current military conflict in Ukraine. In particular, combat use of drones is typically limited
to relatively short ranges (e.g., attacks on heavy military equipment). This makes drones
detectable and allows effective countermeasures. The group schematically depicted in
Figure 6 may be equipped with components designed to mitigate this limitation. As
an illustration, consider the design proposed in [73]. Its prototype is the configuration
introduced in [74], which combines the advantages of propeller-driven and jet propulsion
(Figure 11).

Figure 11. Example of a system combining propeller-driven and jet thrust: 1—propeller, 2—wings,
3—wings of the auxiliary rocket, 4—wireless control unit.
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In the long term, such designs are capable of fulfilling the same function currently
performed by guidance kits mounted, for example, on general-purpose aerial bombs.
An unguided bomb trajectory makes the carrier aircraft vulnerable to enemy air-defense
systems, whereas the ability to correct the trajectory significantly reduces this vulnerability.

Similarly, the combination of propeller-driven and jet thrust allows the trajectory of an
unmanned aerial vehicle to be divided into two segments. Movement along the first seg-
ment is performed using propeller-driven thrust, while the second segment (which includes
target acquisition and the final high-speed approach) is performed using jet propulsion.

The design presented in [73] and shown in Figure 12 performs an analogous function,
but it is optimized specifically for jet propulsion based on the laws of classical mechanics.

Figure 12. Diagram of a kamikaze drone with jet-assisted targeting of the warhead.

The proposed configuration includes the following components:

1—warhead;

2—charge equipped with a detonator;

3—warhead fairing;

4—propeller motors similar to those currently used in quadcopters;

5—fairing of the main body;

6—main body equipped with stabilizers;

7—remote control unit.

The core of this design is the main body, consisting of components (5) and (6). It
carries the propeller motors (4), which ensure its movement through the air in the same
manner as a quadcopter. Inside the body are located the warhead (1) with its fairing (3),
the detonator-equipped charge (2), and the control unit (7).

When approaching the target to the required engagement distance, the system is aimed
at the target by adjusting its orientation using the propeller motors (4). The detonator in
charge (2) is then activated, imparting non-zero impulses to both the warhead and the
main body in opposite directions. The warhead is directed toward the target, while the
main body is propelled in the reverse direction. The stability of the initial velocity vector of
the warhead is ensured by the stabilizers on the main body (6). In a sense, the main body
acts as an analog of a jet-propelled device whose motion in a given direction is ensured by
stabilizers and by the separation of the warhead. This ensures warhead targeting directly
following the vector form of the conservation of momentum:

m vy = myvs (37)

where m; is the mass of the warhead (including its carrier), m, is the mass of the material
providing the jet propulsion (i.e., the mass of the main body), ?2 is its velocity vector, and
?1 is the velocity vector of the warhead.
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For the considered configuration, one may formulate the following problem: what
should be the ratio of mq to my in order to maximize the destructive effect (determined
by the warhead’s momentum)? Taking into account the conservation of energy, it is
straightforward to show that the masses of the warhead and the main body should be equal.

Several additional examples could be given to demonstrate that the scheme shown in
Figure 6 indeed enables the deployment of a wide range of UAV group configurations for
various operational purposes.

6. Conclusions and Future Work

A novel geometric method for unambiguous localization of remote radio-signal
sources using three UAVs connected by fiber-optic links, relying on the intersection of
hyperbola asymptotes rather than full hyperbola curves, is presented. We show that
the physically correct emitter location is always the asymptote-intersection point farthest
from the UAV formation center, while all spurious solutions remain confined near the
formation radius.

The method enables secure, interference-resistant command transmission from the
operator to the UAV group and supports the detection of external radio emitters (including
operators and electronic-warfare systems) under line-of-sight conditions. Information
protection is based on identifying the signal source according to a “friend—foe” principle.
The method is particularly effective when the area in which malicious signal sources cannot
be located is known in advance at least approximately (for example, on one side or the
other of the line of contact). In this case, the operator’s coordinates can be estimated with
relatively low accuracy, at a level that is attainable for the method under consideration.

The approach provides a scalable foundation for expanding UAV groups with nodes
using directional antennas and lightweight protection mechanisms, supporting resilient
architectures and advanced configurations such as hybrid-propulsion or jet-assisted
UAV platforms.
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